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1. OBIIASI XAPAKTEPUCTHUKA PABOYEN ITPOT'PAMMBI YYEBFHOMN
JAUCHUIIJINHBI
1.1. Ob6aacTr npuMeHeHHs padoueii MporpaMMbl Y4eOHOTI0 NpeaMeTa, Kypca,
AUCHUILIHHBI (MOTYJIs1)

PaGouas mporpamma yueOHOU quctuminHbl «HbopManmonHas 06e30MacHOCTh»SIBIISIETCS
4acTbI0 IPOrpaMMbl MOATOTOBKM CIIELMAIMCTOB cpenHero 3BeHa B coorBeTcTBuM ¢ PI'OC mo
cnermansHocTd  CITIO  09.02.07 «MHbOpMaIIMOHHBIE CHUCTEMBI M TPOrPAMMHPOBAHHEY,
kBanmudukanys CrienuanucT 1no HHHOPMAIIHOHHBIM CHCTEMAaM.

1.2. llesan 1 3a7a4M y4eOHOI AU CHUTITHHBI

Llens wm3yueHust y4eOHOH JMCIUIUIMHBI:03HAKOMJICHHE CTYACHTOB C COBPEMEHHBIMH
crocobaMu W CpeICTBAMHU 3allUThl HHGOpPMAIMHM, pEaTU3yeMbIMH B BHUJAE TEXHHUYECKHUX,
MPOTPAaMMHBIX CPEJICTB WJIM OpPraHU3alUOHHBIX MEpP, SKOHOMHYECKMMHU U IPABOBHIMU
NPUHIMUIIAMA WX (YHKIMOHUPOBAHUS, a TaK)Ke€ BO3MOXKHOCTSIMH HCIIOJIb30BAHMS 3allUTHI B
pabote ¢ nHDOPMATMOHHBIMU PECYPCaMU B PA3IMYHBIX 00IACTSX.

3anaun u3ydeHus yueOHOM TUCIUIUINHBIL:

- (opMupoBaHHE yMEHUS 00ECIEUUTH 3AIUTY HHPOPMALUU 1 00BEKTOB HH(POPMATHU3ALINY;

- (QopMupoBaHHE HABHIKOB BBINOJHEHHUS pPabOT B O0OJACTH TEXHUYECKOTO PEryIHpOBaHMUS,
cepTu(dUKaAIMKA TEXHUYECKUX CPEACTB, CUCTEM, MIPOLIECCOB, 00OPYIOBaHUS U MAaTEPUAJIOB;

- (opMupoBaHHE HABBHIKOB 00ECIIEUEHUS 3alIUTHl 00bEKTOB MHTEIIEKTYaTbHONH COOCTBEHHOCTH
U pe3ybTaTOB UCCIIEOBAHUI U pa3padoToK;

— HacTpoiika M 00Cly’)KMUBaHKE allapaTHO-TIPOTPaAaMMHBIX CPEJICTB.

1.3. MecTo y4eOHOI TUCHUNIUHBI B CTPYKTYpe MPOrpaMMbl OATOTOBKH
CIEeNHMAINCTOB CPeIHero 3BeHa

YueOnas mucturuiiHa «HpopmanmonHas 0€30MacHOCTb»B MPOTrpaMMe MOJATOTOBKU
CMEIUANINCTOB  CPEJHEr0  3BEHAa  OTHOCUTCS K  JUCHHMIUIMHAM  TPO(ECCHOHATBHOTO
mukiaa(MJIK.05.03) cnenuansaoctrn(09.02.07 «MHpOpMaLIOHHBIS CUCTEMBI u
MIPOTrpaMMHUPOBAHUEY.

VYyeOnas aucrurumHa«HpopMaliioHHass 0e30macHOCTh»  Oa3upyeTcsHa 3HAHUSX,
YMEHUAX U HABBIKAX, MOJYYCHHBIX CTYJACHTAMH MPHU W3YYEHUU TUCHUTIINH,BXoAsAmmXx B [IM.03
«[IpoexTupoBanue u pazpaboTka HHHOPMAITMOHHBIX CUCTEM.

3HaHUS, YMEHHUS ¥ HAaBBIKH, I[IOJIYYEHHBIE CTYJCHTAMH TIpH W3YyYEHUU JTaHHOU
JTUCIUIUIMHBIL, OyIyT MCIOJIB30BAaHbI MPHU MPOXOKICHUH MPOU3BOJICTBEHHONW M MPEATUTIOMHON
MPaKTHUK.

1.4. TpedoBaHus K pe3y/JbTATaM OCBOEHUSI Y4eOHOMIMCIIUITHHBI

B pesynpraTe OCBOEHHMSI AUCHMIUIMHBI OOYYaIOLIUICS JIOJKEH OCBOMUTH CIIEAYIOIUE
KOMIIeTEeHIIUM:

[1K 7.4. OcymiecTBasTh aAMUHACTPUPOBAHKUE 0a3 TaHHBIX B PAMKaX CBOCH KOMIETEHITUH.

IIK 7.5. IlpoBoauth ayauT cucTeM Oe30MacHOCTH ©a3 JaHHBIX M CEpPBEpPOB, C
HCIOJIb30BAaHNEM PETJIAaMEHTOB T10 3alUTe HH()OPMALINH.

B pe3ynbTaTe n3ydeHus: AUCIUIUIMHBI CTYICHT JOJIKEH:

UMeTh MPAKTHYeCKHUi oNnbIT B:001acTH HHYOPMALIMOHHON O€30IaCHOCTH M PUMEHEHUs Ha
MIPAKTUKE METOJIOB U CPE/ICTB 3aIUThI HH(OPMAIIUH.
3HATh:
31  npuHOHIBI THPOPMAITMOHHOM 0€30MacHOCTH;
32 OCHOBHBIE yTPO3bI HHPOPMAIIMOHHON OE30TTaCHOCTH;
33 MeTOoJbl U KPUTEPHUHU OIICHKH d(PPEKTUBHOCTH MEPOIPHUITHIA 10 3aIIUTe HHPOPMAITUU
yMeTh:
V1 paznuuate MpaBOBblE, OPraHU3alMOHHBIE W TEXHUYECKHUE MEPOINPHUATUS MO 3alluTe
nH(popMaLuu;
Y2  BBISBIATH U KJIACCU(DUIIMPOBATH YTPO3bl HHPOPMAITMOHHON 0€30MaCHOCTH IPEANPHSITHS,
Y3 nnaHupoBaTh MEPOINPHUATHS MO 3aluTe WH(GOPMALMU, UCXOJS M3 HU3BECTHBIX YIpo3 U
(bMHAHCOBBIX BO3MOXKHOCTEH TIPEANPUSITHS,;
Y4  paccuuthiBaTh 3 (HEKTUBHOCTH MEPOTIPUSITHH 10 3aIIUTe HH(POPMAITUH.



2. CTPYKTYPA U COJIEP)KAHUE YUEBHOM JTACIUILIAHBI

2.1. O0beM yueOHOI TUCIUNIHHBI H BH/IbI Y4e0OHOI padoThl

Bu yue6mnoii padoTsr O6vem uacos Obvem uacos
2210m 3210m

MakcumaJjibHasi ydeOHast Harpy3Ka (Bcero) o4 o4

O6si3aTebHAsA ayIuTOpHAasi yueoHasi 44 44

HArpy3ka (Bcero)

B tom uncine:

TEOPETUYECKOE 00yUeHUE 22 22

MPAKTUYECKUE 3aHATUS 22 22

CamocrosiTesibHasi padora o0ydaromerocsi - -

(Bcero)

B tom uncine:

pabota mo Temam 10 10

MOJITOTOBKA JTOKJIAJIOB 110 TEMaM - -

Hroroseie arrecTaumuu JK3aMeH JK3aMeH
6 cemecTp 8 cemecTp

2.2. TemaTH4ecKHii IJIAH U cOIeP:KaHNeE YUeOHOH AU CIUIIIMHBI

® =
- | 3
= = = 5|2
2 = 5 = = 2 B 5=
o s s 2 5 @ =
o <] ) = 5 =3 > =
& —| @ =) s X & &
S Al = ezl 9| EB
HanmenoBsanue ol E = EE 8| ¢
Coaep:xkanue yueOHOro MaTepuaJa =3 3 % g9 Z| &5
pa3aejioB U TeM QS ) 5] [=I- ] = e =
é v— = > 9 g ) L=
[® = = =] S 0 - o
S al = = =g | 2 Z
L < S 8 & =
g- < o > o
3 = =
= =
Tema 1. Conep:xanue yueOHOT0 MaTepuaa
OcHoBuble JleKIIMOHHDbIE 3aHATHS
IIOJI0KCHM S Nudopmanmonnas 6e3omnacHocts. OCHOBHbIE
Teopun nousiTus. Mojienu uHGopMauoHHOM 6e30MacHOCTH.
UH(OPMAUMOHHO | Byjip 3amumaeMoil nHpopManuu. OCHOBHEIC
ii GesomacHoCTH HOPMATHBHO-IIPABOBBIE aKThI B 00IaCTH
uHdopmannonHo# 6e3onacHocTy. [IpaBoBbie K
0cobGeHHOCTH obecreueHys 6e30acHOCTH 8 4 4 1 75
KOH(UICHIIUATEHOW HHPOPMAIIUHT U
rOCyJIJapCTBEHHOMN TalHBI.
IMpakTuyecKue 3aHATUS
OCHOBHBIE CTaHJIAPTHI B 00J1aCTH O0eCTIeueHuUs
uH(hopMaoHHO O6e3omacHocTy. [TonnTrka
6e30MmacHOCTH. JKOHOMHUYECKast 0€30TaCHOCTh
MIPEANPUATHSI.
Tema 2. Coaep:xanue yue0HOTo MaTepuasa 16 6 6 4 2 TIK




Texnuueckne JleKnmoHHbIE 3aHATHSA 7.4,
cpeacTBa u WmxeHepHas 3ammTa 00BEKTOB. 3anura IIK
METO/bI 3aIlIIUTHI | HHPOPMAINH OT YTEUKHU 110 TEXHUIECKUM KaHaJlaM. 7.5
HHpopmManun IIpakTnyeckune 3aHATHSA
Co3maHne yAOCTOBEPSIONICTO LIEHTPA, TeHepaIus
OTKPBITHIX U CEKPETHBIX KIIFOUEH, CO3MaHne
CepTU(UKATOB OTKPHITHIX KIIOUEH, CO3/TaHUEe
3JIEKTPOHHOU MOJIHUCH, IPOBEPKA 3IEKTPOHHOU
noanucu.lcrnonbp3oBanne cpeacTs creraHorpaduu
JUIS 3aLUTHI (aiiioB.
CamocrosiTesbHast padora
H3y4eHHe TeOPEeTUYEeCKOT0 MaTepuaa, COCTaBIeHUe
OTIOPHOTO KOHCIIeKTa 1o TeMe «Co3naHue
3alUIIEHHOT0 KaHala CBSA3U CPEACTBaMU
BUPTYaJIbHOM YACTHOM CETH)
Tema 3. Copep:xaHue y4edOHOIro MaTepuaJia
Tporpammno- JleKIMOHHBIE 3aHATHS
anmaparHele OCHOBHBIE BUIBI CETEBBIX M KOMITBIOTEPHBIX YTPO3.
cpeacrsa u CpencTBa ¥ METOJIBI 3AIUTHI OT CETEBBIX
METO/bI KOMIBIOTEPHBIX yTPo3
obecmedeHHs IpakTnyeckune 3aHATHS K
p“m(bopMalmonno Hcnonp3oBaHue 6a3 JaHHBIX UI HAXOXKACHUS H
it GesomacnocTH HU3y4YeHHs] HOPMATHUBHBIX JOKYMEHTOB B 00JIaCTH 16 6 6 4 7.4,
nH(pOpMaMOHHOH 6€30NaCHOCTH. [K
CamocrosiTesibHast padoTa 7.5
W3ydeHne HaCTPOEK CPe/ICTB aHTUBUPYCHOI 3aIIUTHI
nHpopmanum.
Tema 4. Conep:xkanue yueOHOT0 MaTepuasa
Kpunrorpadpuue | JlekunoHHble 3aHATUS
CKHE METO/IbI CuMMeTpHYHBIE U ACCHMETPHYHBIE CHCTEMBI
3aIIHUTHI mm¢posanus. Liudpossie moammcu.
uHpopmManumn WudpactpykTypa OTKPBITHIX KIIIOUEH. K
Kpunrorpadudeckue mpoTOKOIBL. 74
IIpakTHyeckue 3aHATHA 14 6 6 2 HKl
Co3nanue 3amu(ppoBaHHbIX (ailyioB U 75
KPUNTOKOHTEHHEPOB U UX paciidpoBaHue. '
CamocrosiTe1bHast padora
U3y4eHHE TEOPETHYECKOTO MaTepHaia, COCTaBICHHUE
ONOPHOTO KOHCTIEKTa MO0 TeMe «IJIEKTPOHHAas
IU(pOoBast MOAIUCHY
Bcero 54 | 22 | 22 | 10

I[J'IH XApPaKTCPUCTHKHN YPOBHA OCBOCHHSA yqe6Hor0 MaTepHrajia UCIHOJB3YHOTCA CICAYIOIIUC

0003HAUEHUS;

1. — o3HaKOMHTEJbHBIIi WJIM MHHMMAJIbHBIA YpPOBeHb (y3HaBaHHE paHEe H3yYEHHBIX
00BEKTOB, CBOMCTB);
2. — penPOAYKTHBHBIHMIN 0a30Bblii YPOBEeHb (BBINOJIHEHHE JEATEIBHOCTH MO 00pasiy,
MHCTPYKLUHU WIH MOJI PYKOBOJICTBOM)
3. — NPOAYKTHBHBIH WJIM BBICOKHH YypOBEHb (INIAHMPOBAHHE W CAMOCTOSITeJIbHOE

BBINMOJIHCHHUE 1€ATCIbHOCTH, pCIICHUEC leOﬁJIeMHLIX 321)13'-[)

3. YCJOBMUS PEAJIM3AIIAU ITIPOTPAMMBI YYEBHOM JUCITATIIIAHBI
3.1 Tpe6oBaHUsI K MUHUMAJbLHOMY MaTepPHAJILHO-TEXHHYECKOMY 00ecnedeHUI0
Jnis peanuzanuu mporpamMmbl Y4eOHON IUCIMILIMHBI MPEeyCMOTPEHbI 000pYIAOBaHHBIE

TTOMEIIEHNS.

OcHoBHOE 000py/J0BaHNE YUEOHON ayAUTOPUH JUIS JCKIIMOHHBIX 3aHSATHIA:




- paboune MecTa 00yJaromuxcs;
pabouee MeCTO IpenoaBaTes;
MapkepHas (MM MeJIOBasi) TOCKa.
- MYJIbTUMEIUHHOE 000pYyIOBaHHE.
[TporpammMHoOe obOecrieueHue:
- OC MicrosoftWindows;
- Tlaker npunoxenunii MicrosoftOffice (Open Office, Libre Office).
OcHoBHOE 00o0pynoBaHHE Yy4eOHOW ayIUTOPHHM JUIS TPAKTHUECKUX (J1aOOpaTOPHBIX)
3aHATHM:
- paboune Mecta 00yJaroIuXcs;
- aBTOMATHU3MPOBAHHBIC PA0OYHE MECTa O0YUAIOIINXCS;
- pabouee MecTo MPeroaBaTes;
- MapKepHas (WU MEJIoBasi) TOCKa.
- MYJIbTUMEIUHHOE 000pYyIOBaHHE.
[TporpammMHoOe obOecrieueHue:
- OC Microsoft Windows;
- TTaker npunoxennii Microsoft Office (Open Office, Libre Office).
- Microsoft Visual Studio;
- CYBJ: SQLServer, MySQL, PostgreSQL,;
- Notepad++;
- Git;
- MicrosoftVisio(DIA).

3.2. UnopmannonHoe odecnevyenne peaju3anum NporpamMmbl
OcHoBHas JIUTEpaTypa
1. O®ununnos, b.M. Mudopmanmonnas 6ezonacHocTs. OCHOBBI HaJIe)KHOCTU CPE/CTB
cBsi3u : yueObnuk / b.M. ®unmnmos, O.I'. llepcTaeBa. - Mocksa ; bepnun : lupexr-Menua, 2019.
- 241 c. : mi., Tabna. - bubnuorp.: c. 221-226 - ISBN 978-5-4475-9823-5 ; To xe [DneKTpoHHbII
pecypce]. - URL: http://biblioclub.ru/index.php?page=book&id=499170

2. [HManprun, B. @. Mudopmannonnas 0e3onacHOCTh U 3auuTa uHpopMmaiuu / B. @.
Hlanbrun. — 2-e uzg. — Caparos : IIpodobpazosanue, 2019. — 702 ¢. — ISBN 978-5-4488-
0070-2. — TekcT : 2nmeKTpoHHBIH // DnexTponHo-0nbmmoreynas cucrema IPR BOOKS : [caiit].

— URL: http://www.iprbookshop.ru/87995.html (mata ob6pamenus: 23.03.2021). — Pexum
JOCTYTA: TSl aBTOPU3UP. TIOTIB30BaTEICH

3. Nieitnos, B.f. UnpopmannonHas 6e30MacHOCTb M 3alluTa UH(GOPMAIMU: TEOpUs
U TIpakTuka : yueoHoe nocobue : [16+] / B.A. UmeitnoB. — Mocksa ; bepnun : dupexr-Menua,
2020. - 271 c¢. : cxem., Tabm. — Pexum pgoctyma: mno mnomgmucke. — URL:

http://biblioclub.ru/index.php?page=book&id=571485 (mara oOpamenus: 24.08.2020). -
bubmnuorp. B kH. — ISBN 978-5-4499-0496-6. — DOI 10.23681/571485. — TekcT : 3MEKTPOHHBIH.

4, Pricun, 0. C. bezonacHocTs xu3zHeaesTenbHOCTH. CoruanbHO-HHPOPMAIIMOHHAS
0e30macHOCTh CHCTEM TesepaauoBenianus : ydeOHoe mnocobue / 0. C. Pwicun, C. JL
Sl6nounnkoB. — Caparos : At [In Op Memma, 2019. — 100 c¢. — ISBN 978-5-4486-0553-6. —
TekcT : anexTpoHHBIN // DnekTpoHHO-OMOMMoTeuHas cucrema [IPR BOOKS : [caiit]. — URL:
http://www.iprbookshop.ru/80168.html (mata obpamenus: 23.03.2021). — Pexxum nmoctyma: as
aBTOPHU3HP. MOIb30BATENEH

JdomosiHuTeIbHAS JIUTEPATYPaA

1. 3arunaitnos, FO.H. OcHoBbl MHGOPMAIIMOHHON 0€30MacHOCTH: KYypC BH3yalbHBIX
neknuit : yaeonoe nmocooue / FO.H. 3arunaiinos. - M. ; bepnun : {upext-Menua, 2015. - 105 c. :
ui. - bubmuorp. B kH. - ISBN 978-5-4475-3947-4 ; To xe [DnektpoHHslii pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=362895

2. SceneB, B.H. UndopMaiimoHHbIe CUCTEMBI U TEXHOJIOTHU B SKOHOMHUKE : yueOHOe
nocobue / B.H. flcenes. - 3-e uzn., mepepad. u gom. - M. : FOuutn-/lana, 2015. - 560 c. : Taom.,



http://biblioclub.ru/index.php?page=book&id=362895

rpad., ui., cxemsl - bubnuorp.: c. 490-497. - ISBN 978-5-238-01410-4 ; To xe [D7AEKTpOHHBIN
pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=115182

3. baxapog, JI. E. Undopmannonnas 6e30macHOCTb u 3amnuTa uHdopmaiuu (pas3aeiibl
Kkpunrorpadus u creranorpagus) : npaktukym / JI. E. baxapoB. — Mocksa : M3narensckuii [lom
MUCuC, 2019. — 59 c¢. — ISBN 978-5-906953-94-0. — TekcT : 2IeKTpOHHBIN // DIEKTPOHHO-
oubmmoreunas cucrema IPR BOOKS : [caiir]. — URL: http://www.iprbookshop.ru/98171.html
(mara obpamenus: 23.03.2021). — Pexxum goctyma: 11 aBTOPU3UP. MTOJIb30BaTEICH

4. Opcannukass JLIO. HMudpopmannmonHas 0e30MacHOCTh : METOA. YKa3aHUS IO
BBITIOJIHCHUIO KOHTPOJILHON PaOOThI Hanpasnenue mnoaroroBku 09.03.03 Ilpuxnagnas
unpopmaruka : [Ipoduns noarorosku [Ipuknaanas nHpopmaruka B 3koHOMHKe | KBanmudukarys
BoiTyckHUKa bakamap / JL.IO. Opcsauunkas ; YpCOU (pmmman) OVII BO "ATuCO". Kad.
MPUKIIAAHON HH(POPMATUKH U MaTeMaTukH. - Yensounck : YpCOU, 2015. - 16 c.

5. ®owmwuH, J[. B. UHpopManmonHas 6€301acHOCTD : y4eOHO-METOIMYECKOEe TTocoOure
UL CTYACHTOB 3a04HOM (opmbl oOyueHust HampasieHus mnoarotoBku 38.03.05 «busnec-
nndopmaruka» / 1. B. ®omun. — Caparos : By3oBckoe o6pazosanue, 2018. — 125 c. — ISBN
978-5-4487-0299-0. — Tekcr : dneKTpOHHBIA // DnekTpoHHO-OMOIMOTeyHast cucrema IPR
BOOKS [caiiT]. — URL: http://www.iprbookshop.ru/77318.html (mata oOpamienus:
23.03.2021). — PexuM mocTyma: i aBTOPU3UP. MOJIH30BATEICH

Pecypchl nHGOpMAIOHHO-TEICKOMMYHUKAMOHHOW ceTH "MHTepHeT", He0OX0IUMBbIC JIS
OCBOCHUS AUCIUILTUHBI (MOTYIs)

li\/ri Wurepuet pecypc (aapec) Omnucanue pecypca

1. http://citforum.ru/ IT-noprain «Cepgep WudopmaiimoHHbIX
TexHomoruiy;

2. https://habrahabr.ru/ pecypc mist IT-crieranucTon

3. http://stackoverflow.com/ caifT BOmpocoB 1 0TBeTOB ist IT-crienuaincros;

4. http://Standartgost.ru Ortkpeitas 6a3a [OCToB

5. https://www.sql-ex.ru/ Beb tpenaxep s3pika SQL.

6. http://citforum.ru/ Y4eOHUKH U CTaThH 110 0a3aM JTaHHBIM.

7. http://www.firststeps.ru [TepBbie marn — CalT, TOCBAMICHHBI HAYMHAIOIHM
NpOrpaMMHCTaM. Y YeOHUKH U HHCTPYKIHH
JUISL TIO SI3BIKaM NPOTPaMMHUPOBAHUS, AITOPUTMAM H
UCIIOJTb3yEMbIM POTOKOJIaM. Bormpocst
0€30MacCHOCTH.

8. http://www.proklondike.com Programmer'sKlondike - Becriathast 3ieKkTpoHHAsS
o6ubnunorexka. Kuuru mo aiaroputMaM U AUCKPETHOM
MareMaTuke. Y4eOHUKHU U CTaThH.

9. http://www.intuit.ru HHTEpHET-YyHUBEPCUTET WH(POPMAITMOHHBIX
texHonoruit (MHTYUT)

10. | https://msdn.microsoft.com/ru-ru/ MSDN — cetb pa3zpabotunkoB Microsoft

11. | https://mva.microsoft.com/ Bupryansnas akagemust Microsoft

4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUSA

YYEBHOWIUCUUILINHBI

Pes3ynvmamul 00yuenus,
nooaexcaujue npogepke

Kpumepuu oyenxu Dopmovl u memoowt

OUeHKU

Hepeqeﬁb 3HAHUL, 0CBAUBAECMBIX 8 «OTIHYHOY - TCOPETUICCKOC IInceMeHHBIN B



http://biblioclub.ru/index.php?page=book&id=115182

PAMKAX OUCYUNTIUHBL:

31 MPUHLIUIIBI
nH(pOpMaMOHHOM 06€301MacHOCTH;
32 OCHOBHBIE YTPO3bl
nH(pOpPMaMOHHOM 6€30MacHOCTH;
33 METO/Ibl U KpUTEPUU
orieHKH A PEKTUBHOCTH
MEPOIPHUATHH 110 3aILUTE
nHpopmaruu

Ilepeuenv ymenuii, oceausaemulx 6
PAMKAX OUCYUNTIUHBL:

Vi pa3iauyarhb IIPABOBBIE,
OpraHMU3alliOHHBIE U TEXHUYECKHE
MEPOIIPHUATHS 1o 3aIuTe
nH(popManuu;

v2 BBIABJISITH u
KJaccupuIupoBaTh yIpo3bl

nHPOPMAIIMOHHON  0e301macHOCTH
IPEATIPUATHS;

y3 IUIAHUPOBATh MEPOINPUATHUS
1o 3amyTe MHPOPMAIUH, UCXOMs
u3 M3BECTHBIX yrpo3 "
(bMHAHCOBBIX BO3MOXKHOCTEH
NPEIIPUSITHS;

Y4  paccuuThIBaTh

3G PEKTUBHOCTH MEPOIPUATHH TI0
3amuTe HHPOPMAIIHH.

co/iepKaHHe Kypca OCBOCHO
MOJTHOCTBIO, 0€3 IPoOeIoB, yMEHUS
copmupoBaHsI, Bce
MIPEAYCMOTPEHHBIE IIPOTPAMMOM
y4eOHBIE 3aJaHUsI BBIIIOJTHEHBI,
KadyCCTBO UX BBIITOJIHCHHUA OLICHCHO
BBICOKO.

«Xopomo» - TEOPETUUECKOE
coJlepyKaHue Kypca OCBOEHO
MTOJIHOCTHIO, 0e3 po0OeIioB,

HEKOTOpble YMEHUs c(HhOPMUPOBAHbI
HE/I0CTaTOYHO, BCE
IIPEyCMOTPEHHBIE

MpOrpaMMoil ydeOHbIE 3aTaHUS
BBINOJIHEHBI, HEKOTOPBIE BHIbI
3aJJaHHIi BBITIOJIHEHBI C OIINOKAMH.
«Y IOBJIETBOPUTEIILHOY -
TEOPETUYECKOE COZIepIKaHUe Kypca
OCBOEHO YaCTMYHO, HO IpOOeIIbl He
HOCSAT CYIIECTBEHHOTO XapakTepa,
He00X0IMMBbIE YMEHHUSI pabOTHI €
OCBOCHHBIM MaTEepHAJIOM B
OCHOBHOM C()OPMUPOBAHBI,
OO0JIBIIMHCTBO NPEIYCMOTPEHHBIX
porpaMMoii 00yueHus: yueOHbIX
3aJJaHUii BHIITOJIHEHO, HEKOTOPBIE M3
BBINOJIHEHHBIX 33JJaHUH coJiepKat
OIIHUOKH.

«HeynoBneTBopUTEIHHOY -
TEOPETUYECKOE COJepKaHue Kypca
HE OCBOEHO, HEOOXOAUMBIE YMEHUS
He C(POPMHPOBAHBI, BHITIOJTHEHHBIE
yueOHbIe 3aJaHMs coJiepxar
rpyOble OIIMOKH.

YCTHBIN OMPOCHI
TectupoBanue
OneHka BBIOTHEHUS
IIPAKTUYECKOI O
3a/1aHUs

B PE3YyIbTaTC OCBOCHUA NUCHHUIIIMHBI O6y‘l310H.IHI>iC5I HAOJIKCH OCBOUTH CJICAYIOIIINEC

KOMIICTCHIUN :

I1K 7.4. OcymiecTBasATh aAMUHUCTPUPOBaHHE 0a3 JaHHBIX B paMKaxX CBOEH KOMIIETEHIIUH.
IIK 7.5. IIpoBoauth ayauT cucrteM Oe3omacHOCTH 0a3 JaHHBIX U CEPBEPOB, C MCIOIb30BAaHUEM
periIaMeHToB MO 3aluTe HHPOPMALIUH.

Onucanne nokasareseil M KPpUTEPHEB OLICHMBAHUSA KOMIIETCHIHIA

[TokaszaTenn Kpurepun onieHMBaHNS KOMIIETEHITNI [IIxana

OLICHUBAHMUS OLICHUBAHHUS
[Tonnmanue Nwmeer 0a3zoBble 0o0mMe 3HAHUS B paMKax Juana3oHa | MUHUMaIbHBIN
CMBICTIa BBIIENIEHHBIX 3a7a4 (1 G6arn) YPOBEHD
KOMITIETEHIIUH [lonumaer (¢akTbl, NPUHLIMIBI, MPOLECCHl, OO0IIKe

MOHATUS B TpeAenax obiacTu uccienoBaHusd. B
OO0JIBIINHCTBE CIIy4aeB CTIOCOOCH BBISIBUTD
JIOCTOBEpHbIE HCTOYHMKHM WHpopManuu, obpadoTarts,
aHanM3upoBaTh HMopmaruio. (2 Gama)

HNwmeer (akTuyeckue W TEOpPETUUYECKHE 3HAHHUS B
npenenax oO0OJacTH HUCCIENOBaHHUS C IMOHMMaHHUEM
rpaHuIl TpUMEeHUMOCTH (3 6asia)

ba3oBbli1 ypoBeHb

Bricokuii
BE€Hb

ypo-




OcBoenne KOM-
MIETCHIINU B
paMKax H3y4eHHs
yueOHOU
JUACIUATUTMHBI

Hanuume  OCHOBHBIX  yMeHWH, TpeOyemMbIX st
BBITIOTHEHUST TMPOCTHIX 3amad. CrocoOeH NTpUMEHSTh
TOJILKO THUIIMYHBIE, HauboJiee YacTO BCTPEHAIOIIHECs
MpUeMbl 1O  KOHKPETHOW  cPopMyIMpOBaHHOM
(BeIIENIEHHOM) 3amaue (1 6amn)

MuHanMaabHEIN
YPOBEHb

Nwmeer nuama3oH MpPaKTUYECKUX YMEHHH, TpeOyembIX
JUIS pellieHusl OMNpeesieHHBIX mpobieM B obnactu
uccienoBanus. B OoibImIMHCTBE Cly4yaeB CIOCOOCH
BBISIBUTH  JTOCTOBEPHbIE HCTOYHUKM HH(pOpManuu,
o0paboTarh, aHaTM3UPOBaTh HHPOpMaIHio. (2 Oara)
Nmeer mupokuid auana3oH MOPAKTUYECKUX YMEHUH,
TpeOyeMbIX I Pa3BUTUS TBOPYECKUX PCIICHHIA,
a0ctparupoBaHusi npoosieM. CrnocoOeH  BBISABISTH
npoOJeMbl M yMEeT HAaxOJUTh CHOCOOBI pEIICHUS,
MIPUMEHSISI COBPEMEHHBIE METOAbl M TexHoyoruu. (3
OaJia)

ba3oBblii ypOBEHb

Bricokuii
BEHb

ypo-

MunauManbHBIN
YPOBEHB

CriocoOHOCTh
MIPUMCHSIT Ha
MPAKTUKE 3HAHUS,
MOJTy9CHHBIC B
Xoe U3yUYCHUS
IHACIATUINHEI

CnocobeH paboTarh TIpH MPSIMOM  HAOJIOACHHUH.
CrocobeH MNpUMEHATb TEOPETHUYECKHE 3HAaHUA K
pelIeHUI0 KOHKPETHBIX 3a1a4. (1 6amn)

Moxet B34Th Ha ce0sl OTBETCTBEHHOCTD 32 3aBEpIICHHUE
3allad B HCCIEAOBAaHUU, MPUCIIOCAOIMBAET CBOE
MOBEJICHUE K OOCTOSITENILCTBAM B PEIICHHH IMPOOJIEM.
3arpyqHsieTcsl B PELICHUH CIIOKHBIX, HEOPAMHAPHBIX
npobieM, He BBIACTSACT TUNHYHBIX OIMMOOK |
BO3MOXKHBIX CJIIO)KHOCTEH IpU PElICHUH TOW WM WHOU
mpoOiemMsl (2 6ana)

Cnoco0eH  KOHTpOJHpOBaTh  paboTy, MPOBOIUTH
OIICHKY, COBEPIIEHCTBOBATh JEHCTBUS PAOOTHI. YMeeT
BbIOpaTh 3¢ (EeKTUBHBIA NpHUEM peLIeHus 3agad o
BO3HHUKAIOIMMM mpobdsiemam. (3 Gasuia)

ba3oBbIi1 ypoBeHb

Bricokuit
BE€Hb

ypo-

5. METOANYECKHUE YKA3AHUSA JJI51 OBYUYAROLIINXCS 11O OCBOEHUIO
JAUCHUIIJINHBI

MGTOI[I/I‘IGCKI/Ie YKa3aHus 110 BBIIMOJIHCHUIO JICKIHMOHHBIX 3aHSITUH

Hanucanne koHCIEKTa NEKIUN: KpaTKO, CXEMaTHYHO, IMOCIEI0BATENbHO (DUKCHPOBAThH
OCHOBHBIC IIOJIOKCHUS, BBIBOAFBI, (bOI)My.]'H/IpOBKI/I, O606HIGHI/I${; moMe4dyarb BaXXHBIC MBICIIH,
BBICTISITh  KJIIOUEBBIE CJIOBa, TepMHUHBL. [IpoBepka TEpMUHOB, TOHATUA C TIOMOIIBIO
SHIMKJIONIEUH, CIIOBapei, CIPABOUYHUKOB C BBHIMMCHIBAHUEM TOJIKOBAaHUHN B TeTpaab. O003HAYNTH
BOIPOCHI, TEPMHUHBI, MaT€pUall, KOTOPBIA BBI3BIBAET TPYAHOCTH, IOMETUTHh M TOMBITATHCS HAUTH
OTBET B pEKOMEHAYeMOW JmTeparype. Ecim caMocCTOSTENIbHO HE yHaeTcsl pa3o0parbCs B
Matepuasne, HeooXoauMo chOpPMYITUPOBATH BOMPOC U 3a7aTh MPENOIaBATEI0 Ha KOHCYIbTAIUH,
Ha MPAaKTHYCCKOM 3aHATUH.

MeToudeckue yKa3aHusl O BHIMOTHEHUIO MPAKTUYECKUX 3aHATHIA

[IpopaboTtka pabodyeit mporpamMmsl, yAeIsisi 0c000€ BHUMAHHUE LETSIM U 3a7a4aM CTPYKTYpe
U COACPX AHUIO TUCHUIUIMHBL. KOHCTIEKTUpOBaHME HCTOYHUKOB. PaboTa ¢ KOHCIIEKTOM JEKIIWH,
MOJITOTOBKA OTBETOB K KOHTPOJIBHBIM BOTIPOCAM, IIPOCMOTP PEKOMEHYEMOU JINTEPATyphI, padoTa
C TekcToM (yKa3aTh TEKCT W3 MCTOYHUKA U 1p.). [IpocnymuBanue aynno- v BHEO3AMHCEH IO
3aJIaHHOM TeMe, peIICHNe PacueTHO-TpaUIeCKUX 3a/IaHNH, PEIICHHE 3a]1a9 10 aJITOPUTMY U JIp.

Meronudyeckue yKa3zaHWs 10 BBIONHEHUIO JA0OPAaTOpHBI PabOT/MHAMBHUIYATBHBIX
3aaHui

3HAKOMCTBO C OCHOBHOW U JIOTIOJHHUTEIHHOW JIUTEPATypoOH, BKIIOYAs CIPABOYHBIE
n3aaHud, SBPY6C)KHBIC HCTOYHUKH, KOHCIICKT OCHOBHBIX HOJ'IO)KGHI/II\/'I, TEPMHHOB, CBC}IGHI/Iﬁ,
TPCGYIOH_II/IX JJI 3alIOMHUHAHUA U ABJISIOIINUXCA OCHOBOIIOJIArarOInMu B stor TeMe. CocraBiieHUE




AHHOTAITUI K TPOYNTAHHBIM JINTEPATYPHBIM UCTOYHHKAM U JIp.

MeToanyeckue yKa3aHus M0 MOATOTOBKE K IK3aMeHY.

Haunboisiee OTBETCTBEHHBIM 3TAarioM B OOYYEHUH CTYICHTOB SIBJISETCS SK3aMCHAIIMOHHAS
ceccusi. Ha He#l cTyneHTBl OTUMTBHIBAIOTCS O BBHIMOJIHEHUH Y4€OHOH MpOrpaMMmbl, 00 ypOBHE H
o0beMe TMOJYyYEeHHBIX 3HAHMA. ITO TOCYAApCTBEHHAsh OTYETHOCTh CTYACHTOB 3a TICPHUOJ]
oOyueHus1, 3a U3yueHue y4eOHON TUCIUTIIHHEI.

3a10roM  yCHemHOro MpOXOKJAeHHsl KOHTPOJIsi SIBJISIOTCS CHCTeMaTHYecKHe,
A00pOCOBeCTHbIE 3aHATHA CTydeHTa. OJHAKO 3TO He MCKJIKYaeT He00X0AMMOCTH
crnenraJbHOM padoThl mepea ceccueid M B nepuoj caaum 3adera. Cneunduyeckoi 3agaven
CTyAeHTa B MepHo] JIK3aMEHAIMOHHOW cecCHM SIBJISIOTCS IOBTOpPeHUe, 00001IeHHe U
CHCTeMAaTH3alMsl BCero MaTepuaJsia.

B mnpomecce mNOBTOpeHHSI AHAJIU3UPYIOTCHA M CHCTEMATH3MPYIOTCS BCe 3HAHMSA,
HAKOIJIEHHbIE NPH H3YYeHHH MPOrPpaMMHOI0 MaTepuaja: JaHHble Y4eOHHKA, 3aNHUCH
JIEKINH, KOHCIEKTHI MPOYUTAHHBIX KHUT, 3aMETKH, CAeJaHHble BO BpeMsl KOHCYJbTauui
HJIA CEMUHAPOB, H JIP.

KoncyabTauuu, KoTopble NPOBOAATCHA ISl CTYJAEHTOB B NEPHO] K3aMeHALMOHHOM
ceccum, He0OX0IMMO MCIIO0JIb30BATh IS YIJIyOJIeHUus1 3HAHUM, J1JIs1 BOCIIOJIHEHHUsI MP00eJioB
U /1715l pa3penieHusi BceX BOSHUKIINX TPYIAHOCTEIA.

[Tpu mOATOTOBKE K KOHTPOJIFO HEOOXOAMMO €IIIe pa3 MPOBEPHUTH ce0sl Ha MPEIMET YCBOCHHS
OCHOBHBIX KaTeropHil U KIFOYEBBIX OHATUH Kypca.

6. OUEHOYHBIE CPEJICTBA M KOHTPOJIbHO-U3MEPUTEJIBHBIE
MATEPHUAJIBI JIJISI TPOBEJAEHUS TEKYIIETO KOHTPOJIA 1O YYEBHOM
JTUCHMUIINHE

6.1. OueHo4uHble cpeACTBA 1JIsl MPOBEAEeHUS TEKYIEero KOHTPOJIs 0 yueOHOoH
AUCHUILINHE
Tema 1. OcHOBHBIE MOJ10KeHHsI Teopuu MHPopManoHHoii 6e3omacuoctu (MK 7.5)
Bonpocwt k obcysrcoenuro:
Yro Takoe nH(popMaIMOHHAs OE30MaCHOCTH?
[lepeuncnure oCHOBHBIE YTPO3bl HH()OPMALIMOHHON OE30MaCHOCTH.
Kakue cymecTBytoT Mojienu HHPOPMALMOHHON Oe30macHocTH?
Kaxue metozp! 3a1uThl HHPOPMAIUK BBIAEIAIOT?
Kakne ocHOBHbIE 3aKOHBI B 00J1aCTH 3aIuThl HH(popMaruu B PO?
[lepeuncnure ocHoBHbIe Lienu M 3agaun PD B obnactu obecrneueHuss MHGOPMaLMOHHON
6e30macHOCTH
Urto Takoe KoHIenus HHHOPMAITMOHHON O€30MaCHOCTH?
Yro Takoe KoHpUAeHIMaTbHAs HHpopManus?
UYro Takoe nepcoHalibHbIE TaHHbIE?
10. B kakux ciydasx BO3MOXHO HCIIOJNb30BaTh I€PCOHANbHbIE JaHHble 0e3 corjacus
oOmanarens?
11. Kakue OCHOBHbIE MEXIYHApOJHbIE CTaHIApThl B 00JacCTH MH(POPMALMOHHOM 0E30MacHOCTH
CYILECTBYIOT?
12. Yro Takoe "Eaunsie kpurepun"
13. Kak cBsi3aHBI MEXTyHAPOIHbBIE CTAHIAPTHI U CTaHAApTHl PD?
Ipakmuueckue sauamus.
1. OcHoBHBIEC cTaHIAPTHI B 001acTH obecniedeHust HH()OpMaIMOHHOM 0€30MMacHOCTH.
2. TlonuTnka 6e30macHOCTH. DKOHOMUYECKAst O€30MaCHOCTh MPETPUSITHS.

oakrwdE

© oo~

Tema 2. Texuuueckue cpeacTsa u Meroas! 3amuThbl nHpopmamun (IIK 7.4, IIK 7.5)
Bonpocwt k obcyacoenuro:

1. UYro Takoe MHXKEHEpHAas 3allUTa 00bEKTOB?

2. Kakue BUIbI CHTHATU3AIMA YCTAHABIMBAOTCS TSI OOSCTICYCHUST MHKECHEPHOU 3aIIUThI?
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UTo Takoe TeXHUYECKHE KaHAIbI YTeUYKH HHPOPMAITHH?

[lepeuncnure OCHOBHBIE BUIBI TEXHUYECKIX KaHATIOB yTeUKH UH(DOpMauu?

[lepeuncnure MeTOBI 3aIIUTH UH(YOPMALIMY OT YTEUKH 10 BU3YaJIbHOMY KaHay.

[Tepeuncnure METOIBI 3aMUTH UHOOPMAIIMK OT YTEUKH IO BO3AYIIIHOMY KaHATY.

[lepeuncnure METOIbI 3aIIUTH UH(YOPMALIMK OT YTEUKH 110 BUOPAITMOHHOMY KaHay.

[Tepeuncnure METOBI 3AMUTH UHOOPMAIIMK OT YTEUKH 110 HHIYKITMOHHOMY KaHay.

[lepeuncnure cpencTBa ¥ METOABI 3aLTUTHI HHPOPMAIIUHN OT YTEUKH B TeJIe(OHHBIX JIMHUSAX.

0. [lepeuucnure OCHOBHBIC MEPOIIPHUATHS 110 00ECIICYCHHUIO 3aIIUTHI MH(OOPMAIIUU OT YTEUKHU IO

TEXHUYECKUM KaHajaMm.
Ipakmuueckue 3anamus.

1. Co3paHue yaoCTOBEPSIOIIETO LIEHTPA, TeHEepaIis OTKPBITHIX U CEKPETHBIX KIIIOUEH, CO3JaHue
cepTU(UKATOB OTKPBITHIX KITFOUEH, CO3TaHHUE AICKTPOHHOH TMOITICH, TPOBEPKA AICKTPOHHON
MTOATIHCH.

2. Vcmonp3oBaHHME CPEACTB CTEraHOTpaduu s 3alIUThI (hailioB.

Camocmosmenvuass  paboman3ydyeHue TEOPETHUYECKOro  MaTepuaia, COCTaBJICHHE

OTIOPHOTO KOHCIEKTa 10 TeMe «Co3AaHue 3alUIIEHHOTO KaHalla CBSI3U CPEJICTBAMU BUPTYaJTbHON

YaCTHOU CETU»

ROONOOGOR~W®

Tema 3. IlporpamMmHoO-annapaTHble CpeACTBa M MeToAbl o0ecrnevyeHuss UHGPOPMANMOHHOI
oezonacuoctu (IIK 7.4, IIK 7.5)
Bonpocwl k obcyarcoenuro:
Kaxue BUIbI KOMIIBIOTEPHBIX YTPO3 CYILECTBYIOT?
Uro Takoe 6panamMaysp?
Yro Takoe aHTUBUpPYCHAs Iporpamma?
UYro Takoe 3BPUCTUUECKUN aITOPUTM IOUCKA BUPYCOB?
Yo Takoe CUrHATYpPHBII IOUCK BUPYCOB?
Metoapl npoTUBOIEHCTBHS CHUPPHUHTY?
Kakue nporpamMmHble pean3alud IporpaMMHO-alIapaTHBIX CPEJICTB 3allUThl MH(OpMaIu
BbI 3HaeTe?
Yro Takoe MeXaHU3M KOHTPOJIS U pa3sTpaHUUYEHUs 10CTyma?
9. Kakyio poip HeceT XypHaJIMpOBaHWE ICHCTBHU B IPOrpaMMHO-AMIIAPATHBIX CPEICTBAX
3alUThl HH(pOpMaU?
10. Yro Takoe cpencTBa cTeraHorpaduiIecKoil 3amuThl HHGOpMAIN?
Ilpakmuueckue 3anamus. Vcionb3oBanue 6a3 TaHHBIX U1 HAXO0XKJICHUS U U3yYECHUS
HOPMAaTUBHBIX JOKYMEHTOB B 00J1aCTH HH(POPMAIIMOHHON 0€30aCHOCTH.
Camocmosmenvnas paboma: VI3ydeHne HaCTpOEK CPEACTB aHTUBUPYCHOMN 3aIUTHI
nH(popmManuu

Noook~whPE

2

Tema 4. Kpunrorpadguueckue Mmeroanl 3amuthl nHGopmamuu (IK 7.4, IK 7.5)

Bonpocul k ob6cysrcoenuio:
Urto Ttakoe kpunrorpadus’?
Kakue ucrnonb3yroTcsi CHMMETpUYHbIE alrOPUTMBI UG POBAHU?
Kakue ncnonb3yroTcest accuMeTpUyYHbIe alrOpUTMbl UG POBaHUS?
UYro Takoe kpunTorpadpuueckas xem-QyHKkuus?
Kakue ncnonb3yrores kpunrorpapudeckue xem-pyHkunn?
Yro takoe nudpoBas NOAMHCH?
Uro Takoe nHMPACTPYKTypa OTKPBITHIX KIIOUEi?
Kakne poccuiickue n MeXIyHapOJAHBbIE CTaHIAPThl Ha (opMUpOBaHHE HUGBPOBON MOIIMUCH
CYIECTBYIOT?
9. Kakue ocHOBHBIE KpUNITOrpaUUecKre MPOTOKOIIBI UCTIONB3YIOTCS B CETSIX?

Ipakxmuueckue 3anamua: Co3znanue 3amn@poBaHHbIX (PaiiyIOB U KPUIITOKOHTEHHEPOB U

uX pacu@poBaHue.

NN E
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1.

CoNOR LN

Camocmosmenvhas paboma: usyuenue meopemuyecKko2o Mamepuaid, CocmagieHue
ONOPHO20 KOHCNEKmMa no meme « JNeKmpoHHAS YuPpoeas NOONUCHY

Temamuxa KOHMPOIBLHBIX pabOm:
Yrpo3sl HHPOPMAITMOHHON 6€301acHOCTH MPEANPUATHs (OpraHU3aIMK) UCIIOCOObI OOPHOBI ¢

HHMH

CoBpeMeHHbIE CPEeCTBA 3aUTH HH(OpMaIu

CoBpeMeHHbIE CHCTEMbI KOMITBIOTEPHON 0€3011acCHOCTH

CoBpeMeHHBIE CPECTBA MPOTUBOICHCTBUS SKOHOMHUYECKOMY LIITHOHAKY
CoBpeMeHHbIE KPUIITOTpapUIECKUE CUCTEMBI

Kpunroananus

[IpaBoBBIC OCHOBBI 3AIIUTHI UHPOPMALIUU
TexHu4YecKue acmeKThl 00eCTICUeHUs 3alTUThl HHPOPMAIUH.
ATaku Ha cucTeMy 0€30MaCHOCTH U COBPEMEHHBIC METO/IbI 3aIIUThI

6.2. KoHTpo/IbHO-U3MepUTeIbHbIe MATEPHAJIBI VISl IPOBEIeHHUS TeKYIErOKOHTPOJIA

10 y4eOHOH TUCHUIINHE

IIkana oueHKH I NPOBeJAeHUs TEKyIIero KOHTPOJIsl 0 y4eOHOM JUCHUIJIMHE BYCTHOM

dbopme

No
/a

O1ueHKa 3a OTBET

XapakTepucTruka OTBeTa

1

OTIIMYHO

- TIOJIHO PacKpbITO COJEPKaHUE MaTepuaa;
- MaTrepuall M3J0KEH TIPaMOTHO, B OIPEIACICHHOW JIOTMYECKOU
H0CJIEI0BATEIbHOCTH;

= TOYHO UCIOJB3YCTCA TCPMUHOJIOI U,

- II0Ka3aHO YMEHME WJUIIOCTPUPOBATH TEOPETUYECKHUE I1OJIOKEHUS
KOHKPETHBIMHU NIPUMEpPaMU, IPUMEHSATh UX B HOBOH CUTYyalLluy;

- [POJEMOHCTPUPOBAHHBIE 3HAHWS U YMEHHUSA IIO3BOJIAIOT Ca-
MOCTOSTENbHO pelllaTh MOCTABJICHHbIE 3a/1a4H;

- OTBET IPO3BYYaJl CAMOCTOSITENILHO, 0€3 HaBOASIIIUX BOIIPOCOB;

- TMPOJEMOHCTPUPOBAHA CIOCOOHOCTh TBOPUECKU MPUMEHSTH 3HAHUE
TEOPUH K PELIEHUI0 TPO(EeCCUOHATIBHBIX 3a/1ay;

- JIONMyIIEHbl OJHA - JIBE€ HETOYHOCTH TpPU  OCBEIICHUHU
BTOPOCTETIEHHBIX BOIIPOCOB, KOTOPbIE UCIIPABIISIFOTCS 110 3aMEYaHMUIO.
- KOJINYECTBO OAJIJIOB 3a OCBOCHHE KOMIIETEHIMH OT 8 10 9

Xopomo

- BOIPOCHI U3JIATalOTCs CUCTEMATU3UPOBAHO U MOCIIEIOBATEIBHO;
- IPOAEMOHCTPUPOBAHHBIE 3HAHUA M YMEHHS IIO3BOJIAIOT cCa-
MOCTOSITEIBHO pellaTh TOCTaBICHHBIE 3aJauyM, OJHAKO TPEeOYIOT
OTPEIETIEHHOTO KOHTPOJIS;

- TPOJEMOHCTPUPOBAHO YMEHHME AaHAJIU3MPOBATH MaTepHall, OJIHAKO
HE BCE BBIBOJBI HOCAT ApPryMEHTHUPOBAHHBIM W J0KAa3aTEJIbHBIN
XapakTep;

- OTBCT YJIOBJ'IGTBOpﬂeT B OCHOBHOM Tpe6OBaHI/I$IM Ha OI_[eHKy
«OTIUYHOY, HO MIPU STOM UMEET OJUH U3 HEJOCTATKOB: B U3JIOKEHUU
JOTYIIEHbl HeOoJblIMe Mpo0enbl, He HCKa3HUBIIHE COJEpKaHue
OTBETa; MPHOOPETEHHBI MPAKTHUYECKUU OIBIT, 3HAHUA U YMEHHS
TpeOyIOT HE 3HAUUTEIbHON KOPPEKTHUPOBKH B MPOIIECCE BBHITOJIHEHUS
3aJaHusl; JOMYIIEHBl OIMMOKa WM Oojee JBYX HEJOYETOB IMPHU
OCBCIICHUU BTOpOCTeHeHHBIX BOHpOCOB, KOTOpBIe JICTKO
HCIIPABJISAIOTCS 0 3aMEYaHHIO TTPENO1aBATEIIS.

- KOJUYECTBO 0AJIJIOB 32 OCBOCHHE KOMIICTSHIIHH OT 5 10 7

Y noBinerBo-
pHUTEIBHO

- HEMOJHO WM HEMOCJIEIOBATEIbHO  PACKPBITO  COJCpKAHUE
MaTeprajia, HO TI0Ka3aHO oOIee MOHMMAaHWE BOIPOCa W MpPOJe-

12




MOHCTPUPOBAHbl YMEHMsI, JOCTATOYHBIE I JAJIBHEHUIIETO YCBOCHUS
MaTepuania;

- IPU HENOJIHOM 3HAaHUM TEOPETUYECKOIO0 MaTepuana BBIABICH
HEJOCTATOYHBIM YPOBEHb 3HAHMM WM YMEHUH; CTYIEHT HE MOXKET
IIPUMEHHUTH TEOPETUUECKHUE 3HAHNS HA IIPAKTHUKE;

- KOJIMYECTBO OaJIOB 32 OCBOEHHE KOMIETEHIH oT 3 1o 4

4 Heynosnerso- - He pacKpbITO OCHOBHOE COJIEp>KaHUE Y4eOHOT0 MaTepuaa;
PUTEIIBHO - 00Hapy)XeHO HE3HAHUE WU HeTIOHNMaHue OoJblnel nim Hanboee
Ba)XHOH yacTu y4yeOHOro MaTepuaa;
- JOmyUIeHbl OMUOKH B ONPEIEICHUN MTOHATHIH, IPH UCIIOIb30BaHUU
TEPMHHOJIOTHHM, KOTOpPbIE HE UCIPABIEHbl II0OCIE HECKOJIbKUX
HABOJSIIUX BOIIPOCOB
- OTCYTCTBYIOT MPAKTUYECKUWA OMNBIT, 3HAHWA M YMEHHUS TIO
npeyiaraéMblM CUTYallMOHHBIM BOIIPOCAM HIIM 33/1auaM, KOJTMYECTBO
0aJI0B 32 OCBOEHHE KOMIIETEHIIMNA MeHee 3.
- OTKa3 OT OTBETAa WU OTCYTCTBHE OTBETA
IIIkaja oneHKH 1Jisl IPOBe/IeHUsI TEKYero KOHTPOJIs M0 Y4eOHOi JMCIUIIINHE B
nucbLMeHHoii popme
Ne ni/m Ouenia 3 XapakTepucTuka OTBeTa
OTBET
1 OTiinyHO Matepuan  packpbIT  IOJHOCTbIO,  M3JIOXKEH  JIOTMYHO,  0Oe3
CYIIECTBEHHBIX OLIMOOK, BBIBOJBI JOKa3aTEeNbHbI M OMHPAIOTCA Ha
TEOPETUUECKUE 3HAHUS
KonnuecTBo 0anoB 3a ocBoeHHE MaTepuana ot 8 10 9
2 Xopo1o OCHOBHBIE TIOJIO)KEHHUSI PACKPBITHI, HO B HU3JOKEHUU HMEIOTCS
HE3HAYUTeNbHbIe OMIMOKH BBIBOABI JOKA3aTENbHBI, HO COJAEpKAaT
OTJIeIbHbIE HETOYHOCTH
KosngecTBo 6ajls1oB 3a OCBOGHUE MaTepuana ot 5 1o 7
3 VY nosnerso- W3noxenne  Marepuaza HE  CHCTEMATH3MPOBAHHOE,  BBIBOJBI
pUTEIBHO HEJOCTAaTOYHO JOKa3aTeNbHbI, apryMeHTarus crnabas. KomudectBo
OaJIJIOB 32 OCBOEHHUE MaTepuaia oT 3 1o 4
4 HeynosnerBo- | He packpblTo OCHOBHOE cojiepKaHHe MaTepHuana, OOHapyXeHO He
PUTENIBHO 3HaHHE OCHOBHBIX MMOJIOKEHUN TEMBI.

He copmupoBaHbl KOMIIETEHIIUHU, YMEHHS 1 HaBBIKU.
KonnuectBO Oa/moB 3a OCBOeHHME KoMmrleTeHIUiA mMeHee 3 OTBeT HA
BOIIPOC OTCYTCTBYET

7. OHEHOYHBIE CPEACTBA U KOHTPOJIBHO-USMEPUTEJIbHBIE
MATEPHAJIBI 1151 TPOBEJEHUS TPOMEXYTOYHOM ATTECTAIIUHA IO

YYEBHOM JUCLUATLIVHE

7.1. OueHo4YHbIE cpeICcTBA AJs NPOBEJAEHUs MPOMEKYTOYHOI aTTecTallNU

10 y4eOHOH TUCHMILINHE

KOHTpOJIBHBIe BOIIPOCHI JIA MOATOTOBKU K KOHTPOJIIO IMPU MPOBCACHUU HpOMCXCYTOqHOﬁ

aTTECTaIlMH 10 YIYeOHON TUCITUTIIINHE:

NookownPE

Ienu rocynapcTBa B 00macTi obecriedeHus: HHPpOpMaIMoHHON 6€30MacHOCTH.

OcHoBHBIE HOpMaTUBHBIE aKThl PD, cBA3aHHBIE C TPABOBOM 3alIUTOI HH(pOPMAILIHH.

Bubl KOMIIBIOTEPHBIX MPECTYIUICHU.

CriocoObl 1 MEXaHU3Mbl COBEPIICHHUS HH(OPMAIIMOHHBIX KOMITbIOTEPHBIX MPECTYIUICHHH.
OcHoBHbIE TapaMeTPbl U YepThl HHPOPMAIIMOHHOM KOMITbIOTEpHOU MpecTynHocTH B Poccun.
Komnbrorepnsiii Bupyc. OCHOBHBIE BUJIbI KOMIIBIOTEPHBIX BUPYCOB.

MeTopl 3aIUTEI OT KOMIIBIOTEPHBIX BUPYCOB.
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o

Tunsl aHTUBUPYCHBIX MPOTPAMM.

9. 3ammTel OT HECAaHKIMOHHPOBAHHOTO JocTyna. MpaeHTudukanmus W ayTeHTHQHUKAIUA
10JIb30BATEIIl.
10. OcHOBHBIE YIpO3bI KOMIIBIOTEPHO# Oe30macHOCTH pHu padboTe B cetu VHTEpHEeT.
11. Bunaps! 3amumraemMoi nHGOpMaIu.
12. T'ocynapcTBeHHas TaliHa Kak 0COOBIN BUJ 3alIUIAaeMOi HH(OpMAIUH.
13. KondunenuuansHas nuapopmarus.
14. Cucrema 3a1uThl rOCYy1apCTBEHHON TalHBbI.
15. IIpaBoBOIf peXUM 3aIIUTHI TOCYIAPCTBEHHON TalHBI.
16. 3ammrTa UHTEIJICKTYaIbHOM COOCTBEHHOCTH CPEJICTBAMHU ATCHTHOTO M aBTOPCKOTO MpaBa.
17. MexayHapoIHOE 3aKOHOATEIBCTBO B 00JIACTH 3alUThI HHPOPMAIIUH.
18. [IporpamMHoO-anmapaTHbIe cpeAcTBa olecrneyeHnss HHGOPMAIIMOHHONW OE30MacHOCTH B
MH(OPMALIMOHHBIX CETAX.
19. Cummerpuynbie mHQPHI.
20. AccumerpuvHbIe TTUQPHI.
21. Kpunrorpaguueckue mpoTOKOJIBI.
22. Kpunrorpadudeckue xemn-QyHKINH.
23. DneKTpOHHAs MOATHKCH.
24. Opraau3amoHHoe oOecreueHrne HHPOPMAIIMOHHONM O0€30TTaCHOCTH.
25. Cnyx0a 6e30MacHOCTH OpraHu3alllu.
26. MeToap! 3aIMTHl THPOPMAIIUHU OT YTEUKH B TEXHHUECKUX KaHAJIaX.
27. mxenepHas 3aliyuTa U oxpaHa 0ObEKTOB.
HToroBbliii TecT
Bomnpoc Kontpo-
JMpyeMbIe
KOMIIe-
TEHITUN
1. OcHoBHas Macca yrpo3 HH(GOpPMalMOHHON O€30MacCHOCTH MPUXOAUTCS Ha! [1K 7.4,
a) TposiHCKHE TPOrpaMMBbl I[IK 7.5
6) llInroHCcKMe mporpamMmbl
B) Uepsu
2. Kakoit Buj wuaeHTUGUKANIUM W ayTeHTU(DUKAIMH TOJIYYHST HauOoJbIIee IIK 7.5

pacnpocTpaHeHHe:

a) cuctemsl PKI

0) NOCTOSTHHBIE TAPOJIH
B) OZJHOPA30BbIe NapOJIU

3. Ilom kakue cucCTEMBbl pacHpoCTpaHEHUE BUPYCOB mnpoucxoaut Haubonee | [IK 7.4,
JTUHAMHYHO: IIK 7.5
a) Windows

0) Mac OS

B) Android

4. 3aKIIIOYUTETBHBIM 3TAIlOM IOCTPOEHUS CUCTEMBI 3AIUTHI SBISETCS: IIK 7.5

a) COMPOBOKICHHE
0) TIaHUpOBaHKE
B) aHAJIN3 YSI3BUMBIX MECT

5. Kakue yrpo3sl 6e30nacHOCTH HHPOPMALIUH SABIISIOTCS MpeHaMEPEHHBIMU: IIK 7.5

a) OITMOKY TepcoHasa
0) OTKpPBITHE YIEKTPOHHOTO MHUCHhMa, COJIEPIKAIIETO BUPYC
B) HE aBTOPU30BAHHBIN JOCTYI

6. Kakoii monxon k o0ecreueHu0 0€30I1aCHOCTH UMEET MECTO: IIK 7.5

a) TEOPETUIECCKUI
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0) KOMIUIEKCHBIH
B) JJOTUYECKUM

7. Cuctemoii KpunTorpapuyecKoi 3auThl HHPOPMAIIUH SIBIISETCS:
a) BFox Pro

6) CAudit Pro

B) Kpunto Ilpo

I1K 7.4,
IIK 7.5

8. Kakue BUpYCHl aKTUBU3UPYIOTCSI B CaMOM Hauayie paboOThl C OINEpariOHHOU
CUCTEMOM:

a) 3arpy304YHbIC BUPYCHI

0) TPOSHITBI

B) 4YEPBHU

I1K 7.4,
IIK 7.5

9. Stuxnet — sto0:

a) TPOsIHCKasi IporpaMma
0) MaKpoBHpYC

B) IPOMBIIUICHHBIA BHPYC

K 7.4,
MK 7.5

10. TaprerupoBaHHas aTaka — 3TO:

a) aTaka Ha ceTeBoe 000pyJ0BaHUE

0) aTaka Ha KOMITBIOTEPHYIO CUCTEMY KPYITHOTO MPENPUATHS
B) aTaka Ha KOHKPETHBIH KOMIBIOTEP M10JIb30BATENs

[IK 7.4,

11. Ilponienypoii Ha3bpIBaeTCA:

a) IolLIaroBast UHCTPYKIMS MO BBIMOJIHEHUIO 3a/1a41

0) oOs13aTenbHBIC NCHCTBHS

B) PYKOBOJCTBO I10 JACHUCTBUSM B CUTYallUsIX, CBA3AHHBIX C 0€30MaCHOCTBIO, HO HE
OIMMCAHHBIX B CTaHJApTax

K 7.4,

12. Kaxoii pakrop Hanbosee BaskeH JJIsl TOTO, 9YTOOBI OBITH YBEPEHHBIM B YCIICIITHOM
obecrnieueHnr O€30MaCHOCTH B KOMITAHUU:

a) MPOBEJICHNE TPEHUHTOB 110 OE30MaCHOCTH JIJIsi BCEX COTPYAHHKOB

0) mojiepKKa BBICIIETO PYKOBOJICTBA

B) 7 (PEeKTHBHBIC 3AIIUTHBIE MEPHI M METOJIBI X BHEIPEHUS

[IK 7.4,
IIK 7.5

13. Korma menecoobpa3Ho He MpeanpUHUMAaTh HUKAKUX JIEHCTBUH B OTHOIICHUU
BBISIBJICHHBIX PHCKOB!

a) Korja pUCKM HE MOTYT OBbITh NPUHATHI BO BHHUMAaHHE MO TMOJUTUYECKUM
COOOpaKEHHSIM

0) nns obecrieueHus: xopoieid 0e30MacHOCTH HY)XKHO YYUTHIBATh M CHUXKATh BCE
pHUCKU

B) KOTJla CTOMMOCTb KOHTPMEp TMpEBHIIMIAET IIEHHOCTh aKTHWBa U MOTEHIMAIIbHBIE
MOTepH

IIK 7.5

14. Yto Takoe moiauTuka 0€30MacHOCTH:

a) IeTATM3UPOBAHHBIC JOKYMEHTHI TT0 00pa0b0TKe WHIIUICHTOB OC30IMaCHOCTH

0) mHUpoKKe, BBICOKOYPOBHEBBIE 3asBIECHUS PYKOBOJICTBA

B) 0OIIMe PYKOBOJANIME TPEOOBAHHS MO JOCTIKCHHIO ONPENEIICHHOTO YPOBHS
0€30MacHOCTH

IIK 7.5

15. Kakas w3 TpHUBEACHHBIX TEXHHUK SBJSETCS CaMOW BaXXHOW TIPH BBIOOpE
KOHKPETHBIX 3alIUTHBIX MEP:

a) aHaJIN3 PUCKOB

0) pesynbratel ALE

B) aHAJIN3 3aTPaT / BHITOJIBI

[IK 7.4,
IIK 7.5

16. Yto nydiie Bcero onuchIBaeT 1enp pacuera ALE:
a) KOJIMYECTBEHHO OLIEHUTh YPOBEHb O€30MaCHOCTH CPEJIbI
0) OLIEHUTDH MOTEHIMATIBHBIE TIOTEPH OT YTPO3bI B IO
B) KOJINYECTBEHHO OLICHUTh YPOBEHb 0€30MaCHOCTHU CPEJIbI

K 7.4,
MK 7.5
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7.2. KOHTPOJIbHO-U3MePUTETbHbIE MATEPHAJIBI IJI1 MPOBEICHUS MPOMEKYTOUHOM
aTTecTAlMHU MO Y4eOHO! TUCHHUILIUHE
IIkana oueHKH il POBeAeHNsI IPOMEKYTOYHOM aTTeCTAIUM 10 Y4eOHOM
AMCUMILIMHE B YCTHOW opme

Nen/n | Onenka 3a oTBeT XapaKTEepUCTUKA OTBETA

1 Otnnuno - IIOJIHO PAcKpbITO COAEPIKAHUE MATEpUAIa;
- Marepual M3J0KEH I'PaMOTHO, B ONPEIECICHHOW JIOTMYECKOU
IIOCJIEZI0BATEIbHOCTH;

- TOYHO I/ICHOJ'IB?;yeTC}I TepMI/IHOJIOI‘I/ISI;

- TI0Ka3aHO YMCHHE WUIFOCTPUPOBATh TEOPETHYECCKHE I10JI0-

JKEHUs1 KOHKPETHBIMHU IIpUMEpaMu, NPUMEHATh UX B HOBOU CH-

Tyalluu;

- TIPOJACMOHCTPUPOBAHHBIC 3HAHUS U YMEHHS TIO3BOJISIOT
CaMOCTOSITEIILHO PEIIaTh MMOCTABIICHHBIC 33/1a4H;

- OTBET MPO3BYYall CAMOCTOSITEIBHO, 0€3 HABOSIIUX BOIPOCOB;

- TPOACMOHCTPUPOBAHA CIIOCOOHOCTH TBOPYECKH IMPUMEHSTH

3HAHHE TCOPUH K PEUICHHIO MPOoheCCHOHATBHBIX 3a/1a4;

- JOIYILICHbI OJHA - JBE HETOYHOCTU IIPU OCBELICHUU BTOPO-

CTCIICHHBIX BOIIPOCOB, KOTOPBIC HCIIPABIISIFOTCS 110 3aMECYaHHMIO.

- KOJIMYECTBO 0aJjIoB 32 OCBOECHHE KOMIIETEHIIMH OT 8 10 9

2 Xopo1o - BOIIPOCHl M3JIaralOTCsS CUCTEMATH3UPOBAHO U TOCJEA0Ba-
TEJIbHO;

- TIPOAEMOHCTPUPOBAHHBIE 3HAHUSA M YMEHUS TO3BOJSIOT ca-
MOCTOSITEJIBHO pPeIIaTh IMOCTABJICHHBIC 3a/1a4, OJHAKO TPEOYIOT
OTIPEICTICHHOTO KOHTPOJIS;

- TPOJICMOHCTPUPOBAHO YMEHHE aHAJIM3UPOBATh MarTepual,
OJHAKO HE BCC BBIBOIABI HOCAT apFYMeHTI/IPOBaHHBIfI U agoxasa-
TEJIBHBIN XapakTep;

- OTBET YI[OBJ'ICTBOpﬂeT B OCHOBHOM Tpe6OBaHI/I$[M Ha OIIGHKy
«OTJIMYHO», HO MPHU 3TOM MMEET OAWH U3 HEJIOCTAaTKOB: B M3JIO-
KEHUH JIOMYIIEHbI HeOOobIIne MPoOesbl, HE UCKa3UBIINE COAEP-
KaHHe OTBETa; MPUOOPETEHHBIN MPAKTUYECKUI OMBIT, 3HAHUS U
yMEHHUS TPeOYIOT HE 3HAYUTEIHLHON KOPPEKTUPOBKH B IMPOIECCE
BBHITIOTHEHUS 3a/IaHUs; AOMYIIEHBI OMMOKa uiu Ooyee ABYX He-
I0YECTOB HpI/I OCBCHICHUU BTOpOCTGHeHHI)IX BOHpOCOB, KOTOpI)IG
JIETKO MUCHPABJISIIOTCA 110 3aMEUYaHUIO MPEnogaBaTesl.

- KOJIMYECTBO OaIOB 3a OCBOEHHE KOMIIETEHIIMN OT 5 110 7

3 Y nosnersopu- - HEINOJHO WU HEMOCIENOBATEIIbHO PACKPBITO COJEpKaHUE
TENBHO MaTepHuaia, HO MOKa3aHO oOllee NMOHMMAHUE BOIIpOca U Mpojie-
MOHCTPUPOBAHbl YMEHHsI, JOCTATOYHBIC IJI AAJIBHEUILEro yc-
BOEHHUs MaTepurania;

- IIpU HEMOJHOM 3HAaHUU TEOPETUYECKOIO MaTepHualla BBIABIICH
HEJIOCTAaTOYHBIM YpPOBEHb 3HAHUN M YMEHHH; CTYACHT HE MOXET
MIPUMEHNTH TEOPETHYECKUE 3HAHNS HA NTPAKTHUKE;

- KOJIMYECTBO OAJUIOB 32 OCBOEHHE KOMIETEHIHi oT 3 1o 4
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4 Heynosnerso- - HE PacKpBITO OCHOBHOE COZIep)KaHUe YIeOHOTro MaTepuraa;
PHATEILHO - O0HapyXCHO HE3HaHWE WM HEMOHMMaHUe OOJNbIIeH WM
Han0oJiee BAXKHOW 4acTH Y4eOHOTO MaTepuaa;

- I[OHYH_IGHBI OH_II/I6KI/I B OHpGI[eHeHI/II/I HOHHTHﬁ, HpI/I HCIIOJIb-
30BaHUU TEPMHUHOJOTHUH, KOTOpPbIE HE HCHPABICHBI TOCIE He-
CKOJIBKHMX HABOJSIINX BOITPOCOB

- OTCYTCTBYIOT HpaKTI/I‘ICCKI/Iﬁ OIIBIT, 3HAaHHUA H YMGHI/ISI 110
MpeIaraéMbIM CUTYallMOHHBIM BOIIPOCaM WJIM 3aja4aM, KoJude-
CTBO 0aJUIOB 3a OCBOEHHE KOMIIETEHIINH MEHee 3.

- OTKa3 OT OTBETA WJIM OTCYTCTBHE OTBETA

HIkaja oneHKH 1J1s POBeeHNsI MPOMEKYTOYHOM aTTecTAlUM 10 yueOHo
AMCHUILJIMHE B IMCbMEHHOM (popMme

No /it Ouenka 3a XapakTepucTuKa OTBETA
OTBET
1 OTan4HO Matepuan packpbIT TOJHOCTBIO, HW3JIOXKEH JIOTUYHO, 0e3 cy-

IICCTBECHHBIX OIHI/I6OK, BbIBOAbI OOKa3aTCJIbHbBI M OIMPAIOTCA Ha
TEOPETUYCCKHUE 3HAHUS
KonunuecTBo 6anmioB 3a ocBoeHHe Marepuaia ot 8 10 9

2 Xopomo OCHOBHbBIE TIOJIOXKEHUSI PACKPBITB, HO B U3JI0KEHUU HMEIOTCS
HE3HAUUTEJIbHbIE OIIMOKM BBIBOJIBI JOKa3aTeIbHbI, HO COZAEpIKaT
OTJI€JIbHBIE HETOYHOCTH

KonnyectBo 6ajijI0B 32 OCBOEHHE MaTepuaia ot 5 1o 7

3 YnosnerBopu- | U3nokeHne wmarepuasia HE  CHCTEMATH3WPOBAHHOE,  BBIBOJIBI
TEJILHO HEJIOCTaTOYHO JIOKA3aTeNbHBI, apryMeHTanus ciadas. KoiuuecTBo
0aJIJIOB 32 OCBOEHUE MaTepuaia ot 3 1o 4
4 HeynoBnerBo- | He packpbsiTo OCHOBHOE cojaep:KaHHe MaTepuana, OOHapyXeHO
PUTEIILEHO He3HaHWEe OCHOBHEIX ITOJIOKECHUH TEMBEI.

He cdopmupoBaHbl KOMIETEHIIMM, YMEHUS U HaBblkU. KonmuuecTBo
0auioB 3a OcBOeHHE KommeTeHuuid MeHee 3 OTBET Ha BOIIPOC
OTCYTCTBYET

Kputepun ¢popMupoBaHusi OLIEHOK N0 TeCTAM

Onenka TpeboBaHus K 3HAHUSIM
OTIIUIHO 80%-100%
XOpOLIO 65-80%
YIOBJIETBOPUTEIBHO 50-65%
HEYJI0OBJIETBOPUTEIBHO menee 50%
3a4YTEHO 50% u 6onee
HE 3a4TEHO menee 50%

8. MPOBEPKA C®POPMUPOBAHHOCTH KOMITIETEHIIAM

1K 7.4 OcymiecTBIsATh aIMUHUCTPUPOBAaHUE 0a3 TaHHBIX B PAMKaX CBOEH KOMIETEHIIUH.
Bapuanm 1
3ananue 1. HactpoiiTe MOMMTHKY YYETHBIX 3aluceil Ha KOMIbIOTEpEe M yOenuTeCh, UTO:
JaHHBIE TAPaMETPBI BCTYITUIIN B CHITY.
1. C nomouipto ocHactku Group Policy (I'pynmoBast monurtuka) 3amaidTe napaMeTpsl
MOJIUTUKH YYETHBIX 3alIUCEH:
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0 TIOJTL30BATENh JIOJHKEH CMEHUTh MHHUMYM TISITh MTApOJIeH, MPEKIE YeM

MOBTOPHO MPUMEHHUTH CTAPHIif;

0 Tocyie OOHOBJICHUS ITAPOJIS MTOJIb30BATEIh MOXKET €r0 CHOBA CMCHHUTH HE

paHee, uem uepes 24 yaca;

0 TOJIL30BATEIb JIOJKCH MEHSTh NApOJIb KX Ible TPU HEJEIH.

Kakue mapameTpsl BaM MOHAI00MIMCh, 9TOOBI BBIITOJIHUTEH TPEOOBAHHMSI TOTO CIIUCcKa?
2. 3akpoiite ocHactky Group Policy.

3: ybenuTech, YTO HOBBIC TAPAMETPHI IOJUTUKU YUETHBIX 3aIUCcei paboTaroT

3ananue 2. HactpoiiTe u mpoBephTe napaMeTpbl 0€30MacHOCTH:

1. BoiiguTe B cucteMy mno ydetHou 3anucu Administrator (AAMHUHUCTPATODP).

2. Packpoiite mento [Tyck\[Iporpammbel\A nmMuHucTpupoBanue U enkaute Group Policy
(I'pymnmoBast moauTHKA).

3. B nepeBe koucomu Group Policy mo mepe HE0OXOIMMOCTH, IOCIIEIOBATEILHO
packpoiire y3mel Local Computer Policy\Computer Configuration\Windows Settings\Security
Settings (JIokanbHas monmtuka 6e3omacHoct\ [Tapamerpsr kommbroTepa\ [Tapamerpsr Windows\
napameTpsl 6e30macHoCcTH),a 3aTeM — Account Policies (ITonutuku ydeTHbIX 3anuceit).

4. HactpoliTe MoJMTUKY 0€30MacCHOCTH Ha KOMITBIOTEPE TaK, YTOOBI MOJIH30BATEIIN:

- JIOJDKHBI OBUIM BXOIWTh B CHCTEMY, 4YTOObI HMMETh BO3MOXXHOCTH BBIKIFOUUTH
KOMIIBIOTED;
- nmoiokHbl ObuTH HaxkuMath Ctrl+Alt+Delete qiis Bxona B cucremy;

- He cMori yBuaeTh B okHe Windows Security MMt TOCTIETHETO MTOJIb30BaTEIIsI.
5. BeliiauTe U3 CUCTEMBI.
6. OOpaTuTe BHUMaHHUE, YTO TEIEPh JJIs perucTpaliuy HyxHo HaxkaTh Ctrl+Alt+Delete.
7. Haxxmure Ctrl+Alt+Delete.
8. B mmanorosom okne Log On To Windows (Bxox B Windows) mome User Name
(ITomp3oBatenp) myctoe u kHomka Shutdown (BeikimrounTh) HeakTWBHA. Eciam BBl HE BHIUTE
kHonky Shutdown, menkuure Options (ITapamerpsr).

Bapuanm 2

3amanue 1. HactpoiiTe napaMeTpbl MNOJMMTUKM OJIOKHPOBKM YUYETHBIX 3amluced U
y0euTeCh, YTO U3MEHEHUS BCTYIUIIH B CUITY.

1. Boiinute B cucteMy 1o y4eTHoM 3anuchio Administrator (AAMHUHUCTPATOD).

2. Packpoiite mento ITyck\[IporpamMmmbl\A IMHHHUCTpUPOBaHHE, a 3aTeM InenkHuTe Group
Policy (I'pymnmoBast moauTHKa).

3. B nepese xoncomu Group Policy nocnenoBarenbHo packpoite y3ibl: (JIokanbHas
nonutuka Oe3omacHoctn), (Ympaienue kommbiorepoM), Windows Settings (ITapamerpst
Windows), Security Settings (ITapamerps! Ge3omacHoctn), a 3arem Policies (IToauTuku y4eTHBIX
3amnucei).

4. Menxuure Account Lockout Policy (ITonnTuka 6J0KMPOBKH YUETHBIX 3alUCEH).

5. Hactpotite mapametrpsl Account Lockout Policy Tak, 4TtoOBI: yd4eTHas 3amuch
MOJIb30BaTeNsl OJIOKMPOBAJIACH MTOCIIE YETHIPEX HEYIaYHbIX MOIMBITOK BOWTH B CUCTEMY

6. pa30JIOKUPOBATh YUETHYIO 3aIIFICh MOT TOJIBKO aIMUHUCTPATOP.

7. BelliiuTE U3 CUCTEMBI.

3anmanue 2. HactpoiiTe MUHHUMANbHYIO AJIWHY TapoJisd, a 3aTeM MOIKCIEPUMEHTHUPYHUTE C
JUTHHOM TTapoJist, 4TOOBI yOEUTHCS, YTO BRIOPAHHBIE TTApaMETPHl BCTYIHIIH B CHUTY.

3anmava 1: HAaCTpoOiKa MUHIUMAILHOW JITMHBI TTAPOIIS

1. Boiinute B cucteMy Mo y4eTHOM 3anuchkio Administrator (A IMUHHCTPATOD)

2. B xorcomu MMC co3naiiTe TOMOTHUTETBHYI0 KOHCONb ¢ ocHacTkoit Group Policy
(I’pynnoBast monutuka).

3. OtkpeiB koHconmb Group Policy, mocnemoBarenbHO menkHuTe Y3ibl: (JlokanpHas
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nonuTrKa 6e3omacHocTH), (ITapamerpsr kommbroTepa), Windows Settings (ITapamerperWindows),
Security Settings (ITapameTpsr 6e3omacHocTH) U (ITOMUTHKY yU4eTHBIX 3amHCeit).

4. B nepese koncomnu menkHutTe Password Policy (ITonuTuka mapouieii).

5. B mpaBoii maHenu MIEIKHUTE MpaBo KHOMKOM Mbimu Minimum Password Length
(MunuMabHas JIMHA 1TapOoJIsi) U BRIOEPUTE B KOHTEKCTHOM MeHI0 Security (be3omacHocTs).

6. B mone Characters ([lnuna maposist) BBequte 6 u menkaute OK.

7. 3akpoiite okHo Local Security Settings (ITapameTpsl ToKaabHOI 6€30MaCHOCTH).

3anaua 2: npoBephTe, U3MEHWIACH JI1 MUHUMAJIbHAS JITTUHA TapoJs

1. Haxxmure Ctrl+Alt+Delete, a 3arem B nuamoroBoM okae Windows Security

(besonmacuocts Windows) menkaute Change Password (M3MeHHUTB Tapodib).

2. B mone Old Password (Crapsrii maposib) BBeauTe password, a B moiit New

Password (Hogsrii mapois) u Confirm Password (ITogrBepxacHne) BBequTe water.

Nudopmanmonnoe okHo Change Password (M3meHeHue mapoiisi) cOOOMIUT, YTO HOBBIM
1apoJib JTOJDKEH COAEp)KaTh HE MEHEee HIeCTH CMMBOJIOB. Takum oOpaszom, mapamerp Minimum
Password Length nactpoen BepHo.

[IK 7.5 IlpoBomuTh ayauT cUCTeM 0e30MacHOCTH 0a3 MJaHHBIX U CEPBEPOB, C

HCIOJIb30BaHUEM PETJIAMEHTOB T10 3alUTe UH()OPMALIUH.
Bapuanm 1

3amanue 1. Bber  pykoBogutens  Qupmbl  Bam  HeoOXogumo ~ OpraHu3oBaTh
KOH(UIEHIMAIBHOE J1€J0IPOU3BOACTBO. ONMUIINTE IPOLECC OPraHU3aALNH.

3ananue 2. HeoOxonuMo mpoBeCTH aHaIW3 U COCTABUTH OTYET 3alIUIIEHHOCTH OOBEKTa
3alIUThl HH(OPMAIMHU IO CIICAYIOIINM pa3ieaM:

1. Buasl BO3MOXKHBIX YTPO3

2. XapakTep IpOUCXOKACHUS yTPpo3

3. Knaccrl kaHan0B HECAaHKIIMOHUPOBAHHOTO MOIy4YeHUs HH(OpMaLUU

4. VIcTOYHUKHY MOSBICHUS YTPO3

5. Ilpu4rHBl HApyLIEHUs LEIOCTHOCTH HHPOPMALIUU

6. [ToTeH1IManbHO BO3MOKHBIE 3JI0YMBIIIJICHHBIE AEHCTBUS

7. Onpenenuts Kiacce 3alUIIEHHOCTH aBTOMaTU3UPOBAHHOM CUCTEMBI

OT4er JOKEH COlepIKaTh:
. HAMEHOBaHUE pPabOThI;
. IeTb paboTHI;
. 3aJJaHHE;
. IOCJIEZI0BATEIBHOCTD BHIMOJIHEHMS paOOTHI;
. OTBETHI Ha KOHTPOJIbHBIE BOIIPOCHI;
. BBIBOJI O MIPOJIENIaHHOM pabore.
KoHTposbHbIe BOIPOCH!
1. Yto moHMMAETCs TO/1 MOJTUTHKON 0€30TTaCHOCTH B KOMITBIOTEPHOMN cucteme?
2. B ueM 3akirodaeTcst MOJIENb MOJUTHKHN 0€30MacCHOCTH B KOMIIBIOTEpHOU cucTteme?

AN DN B~ WN—

Bapuanm 2

3amanne 1. Bsl pykoBoautens ¢upmbel W Bam  HEoOXOaMMO  OpraHW30BaTh
TEXHOJOTHYECKYI0 CHUCTeMY OOpaOOTKH KOH(HASHIIMATBHBIX JOKYMEHTOB. OIUIINTE MpoIece
OpraHu3aIyy.

3ananue 2. HeoOxonMMo mpoOBECTH aHAIW3 M COCTABUTh OTYET 3alIUIIEHHOCTH OOBEKTa
3aIUTHl HHOOPMAITUH TI0 CIASAYIOIINM pa3IeiiaM:

1. Buabl BOBMOXHBIX yTpo3

2. XapakTep MPOUCXOKACHUS Yyrpo3

3. Knacchel kaHan0B HECaHKIIMOHUPOBAHHOTO MOTy4YeHUs HH(OpMaLIUU

4. ICTOYHUKH TIOSIBIICHUS YTPO3

5. IlpuuuHBI HapyIIEHHS IETIOCTHOCTH WH(OPMALIUN

6. IloTeHIIMaNTbHO BO3MOKHBIE 3JIOYMBIIICHHBIE T1€UCTBUS
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7. OnpeaenuTs KJIacc 3alMIIEHHOCTH aBTOMAaTH3UPOBAHHON CUCTEMBI
OTuer JOMKEH CONepIKaTh:

. HAMEHOBaHUE pPabOThI;

. IeJb paboTHI;

. 3aJJaHHE;

. TIOCJIEIOBATEIbHOCTD BBIIMIOJIHEHUS pabOTHI;

. OTBETHI HAa KOHTPOJIbHBIE BOIIPOCHI;

. BBIBOJI O MPOJIeNIaHHOM paboTe.

KoHTposbHbIe BOIPOCHI

1. Yo Takoe MHPOPMALTMOHHBINA PUCK?

2. B ueM 3akirodaeTcs 3aj1a4a yrnpasiaeHUsl HH(POPMAlMOHHBIMU pUCKaMu?
3. Kakue cylecTByroT METOAUKHU OLIEHKH PUCKOB U YIIPaBJIECHUS UMU?

AN DN B~ W —

4. Kakue ¢dopMynbl HCHIONB3YIOTCS NMPU KOJIUYECTBEHHOM OLIEHKE HH()OPMALIMOHHBIX

pUCKOB?
JIMCT COI'JIACOBAHUS
Neri/rt [lonpasznenenue damunns [onmuce Jara
1 Kadenpa 'EuM]] E.I1. Mackaiikux 16.02.2021
2 VY4e0.-MeToa. oTIen M.O. [lepsiOudeBa 16.02.2021
3 bubnnoreka I".B. [lImakoBa 16.02.2021
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