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1. HEJIb Y 3AJJAYY M3YYEHUS JUCHOUTIIIMHBI (MOJTYJIST)

ean:

CdopmupoBaTh 3HaHUS O NPHUHILMIIAX OMACHOCTEH U Yrpo3, BOZHUKAIOIIUX B MPOLECCE Pa3BUTHS

COBPEMEHHOTO
OIaCHOCTSIM.

3agaun:

UH(POPMALMOHHOTO

obmecrea u

OBJIQJICHUC HaBbIKaMH HpOTHBOI[CfICTBHSI

1.chopMHupOBaTh y CTYJCHTOB MPAKTUYECKUE HABBIKM MCIIOIB30BAHMS PA3JIMYHBIX CIIOCOOOB MTPABOBOM
OXpaHbl CYIIECTBYIOIUX U BHOBb CO3/1aBa€MbIX 0OBEKTOB HHTEIUIEKTYaJIbHOH COOCTBEHHOCTH.

2.0CBOMTH OCHOBHBIE aCTIEKThl HHTETPALUY MPaBa U HHPOPMALMOHHBIX TEXHOJIOTUH, OOIIMX BOIIPOCOB
IIPABOBOTO PETYIMPOBAHUSA HHPOPMALMOHHBIX TEXHOIOTUH.

2. TPEBOBAHUSA K PE3YJIBTATAM OCBOEHUSA JUCHUIIJIMHBI (MOAYJISA)

2.1 Ilniannpyemble pe3yabTaThl 00y4eHUsl 10 JUCIHUIIIMHE

Nzydenne quctuminabel MHGopManronHas 6€301macHOCTh HAaNPaBiIeHO Ha ()OPMUPOBAHHE CIICTYFOIIIHX

KOMIIETECHIINH:

YHUBEPCAJIBbHBIX KOMIIeTEHIIMH 1 HHIAUKATOPOB UX NOCTUKCHUS

Kareropus
(rpymna) YK

Koa n
HAUMEeHOBaHMe
YHHMBeEpCaJIbHOM

KOMIIeTeHH

KO}I U HAUMECHOBAHUE HHAHKATOpAa I[OCTI/I)ReHI/Iﬁ yHHBepcaJIbHOﬁ
KOMIICTCHIIMH

PazpaboTka u

'VK-2 Criocoben

YK-2.1. 3HaeT HeoOXoaWMble Al OCYIIECTBICHHUSA MPO(ecCHOHATHHOM

peanu3anus OIIPENEIISATh KPYT e TeNIbHOCTH TIPaBOBBIE HOPMBL..

[TPOEKTOB 3a/1a4 B paMKax YK-2.2. Ymeer ompenenars Kpyr 3ajad B paMKax H30paHHBIX BHJIOB
[OCTaBJICHHOH LIENU U [IPOQECCHOHAIBHON — JEATEIbHOCTH, IUIAHUPOBATh  COOCTBEHHYIO
BEIOMPATH NEATENBHOCTh UCXOM M3 MMEIOIUXCS PECypCcoB; COOTHOCUTH TNIAaBHOE U
ONTHMAaJIbHbBIE BTOPOCTETIEHHOE, pelaTh TOCTAaBICHHbIE 33Jayll B paMKax H30paHHBIX
CIIOCOOBI MX PEIICHHS, [BULOB NMPOPECCHOHATBHON AEATEIBHOCTH. .
MCXO0nd U3 VK-2.3. IMeeT NMpakTHUYECKHUH ONBIT MPUMEHEHHs MOHATHH O JIOTHKE,
MEeNCTBYIOIINX KOMITIO3UIIMM, >KaHpPE BBICKA3bIBAHHM pPA3NUYHBIX THIIOB, MPHUMEHEHUS]
[IPaBOBBIX HOPM, HOpMAaTUBHON 0a3bl W pelieHusl 3agad B 00JIacTh M3OpPaHHBIX BHJIOB
MMEIOIUXCS PECYPCOB [MPOPECCHOHAIBHON e TEIbHOCTH. .
1 OTpaHUYEHUI.

I'paxnaHckas 'YK-10 Criocoben VK-10.1. 3HaeT npu4MHBEL, NPHU3HAKK U MOCIEACTBHA KOPPYNLHUOHHOTO

MTO3UITHS (hopMupoBaTh MMOBEICHUSL. .
HETEPIIUMOE YK-10.2. Ymeer BBIBIATh TNPU3HAKH, TNPUYUHBI W  YCIOBHS
OTHOILIEHUE K BO3HUKHOBEHMSI KOPPYNIIMOHHOTO TIOBEEHMS. .
KOpPPYILHOHHOMY YK-10.3. Brnameer wMerogamMu — HEHTpaiu3alid  KOPPYNIHOHHOTO
[1OBEJICHHUIO. [IOBEJICHUSL. .
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oﬁmenpoq)eccnmla.nbﬂblx KOMIIeTeHIUIl 1 HHAUKATOPOB UX NOCTUKCHUHA

Kon u
Kareropus HAaNMEHOBaHHUe Koa n HaumMeHoBaHNe MHIUKATOPA JOCTHKEHUI YHHBepPCaIbLHOI
(rpynna) OIIK YHHBeEpCaJIbHOM KOMIIETEHIIUH
KOMINETEeHIIHHU
Opraam3armordo- [OITK-3 Crocoben OIIK-3.1. 3HaeT MPUHITAIIEI, METOIBI M CPEICTBA PEIICHUS CTaHAAPTHBIX
VIpaBJIeHUYECKHE  [pemiaTh CTaHAAPTHHIE (33729 MPo(ecCHOHAIHHON AESITETFHOCTH Ha OCHOBE MH()OPMAIMOHHOHN |
3a/1a4un Oonbnuorpaduueckoil KyJIbTypel C TNpUMEHEHHEM HH()OPMAIMOHHO-
MpoecCHOHaNbHONH [KOMMYHHUKAIIMOHHBIX TEXHOJOTHH M C Y4€TOM OCHOBHBIX TpeOOBaHU]
MesTeILHOCTH Ha MH()OPMAITMOHHON 0€30TTaCHOCTH. .
OCHOBE OIIK-3.2. Ymeer pemaTp cTaHIapTHbIE 33Ja4d MPOPECCHOHATBHON

WHPOPMALMOHHON M |[IEATENbHOCTH Ha OCHOBe WH(GOpManMOHHOW U Oubimorpaduyeckoi
OonbmorpaduIeckoil [KyIbTypel C TpPUMEHEHHEM HH()OPMAIMOHHO- KOMMYHHKAI[MOHHBIX|

KYJIBTYPBI C TEXHOJIOTHH M C Y4YETOM OCHOBHBIX TpeOOBaHMH HH(OPMAIIMOHHON
MPUMEHEHUEM 0e30MacHOCTH. .

MHGOPMAITMOHHO- OIIK-3.3. Brnageer HaBbIKaMH TOATOTOBKH 0030pOB, aHHOTAIIWH,
KOMMYHHKALIMOHHBIX [COCTaBJIEHHs  pedeparoB, Hay4yHbIX [OKJIAAOB, MNyOnuKauuii, H
TeXHOJIOTHH U C OubOnuorpaduu MO HAaydHO- MCCICAOBATEIIbCKOH paboTe ¢  y4eTom
[yI€TOM OCHOBHBIX TpeOoBaHM HH(OPMAITMOHHOW OE301TaCHOCTH. .

TpedoBaHUit

MHPOPMALTUOHHON

0e30MacHOCTH.

2.2. Pe3yabTaThl 0CBOEHUS 00Pa30BATEILHON NPOIPAMMBI:

B PE3YIIbTATC U3YUCHUSA JUCHUIIIMHBI CTYJCHT OJOJIPKCH:

3HATh:

YMmerb:

1.3akoHOaTENECTBO 00 MHGpOpManmoHHbIX TexHonorusx (MUT), cTpykrypy HH(pOpManMOHHOTO
3aKOHOJIaTeNbCTBA, 3aKOHOAaTenbcTBO 00 UT B cucteme
3akoHozarenbcTBa Poccnu, nonsrue o0bvextoB npasa UT, nonstue cyobexkroB npasa UT.
2.3HayeHHe MH(GOpPMAMM B Pa3BUTHUH COBPEMEHHOIO0 HWH(POPMALMOHHOIO oOuiecTBa MU
BO3HUKAIOIIIKE, B CBSI3U C 3TUM; OIIACHOCTHU M YTPO3bl; CTAaHAAPTHI HH(OPMALIMOHHON
0€30IM1acCHOCTH.

l.aHanM3UpoOBaTh TPABOBYID CHTyalMilo B HHPOpMAMOHHON cdepe, BbIAenAs 00IacTh
MH(OPMALIMOHHBIX TEXHOJIOTHH.

2.yMeTh pa3dupaThCs B MPOCTEHIINX MPABOBBIX CHUTYalUSIX, COCTABIATH M aHAIM3UPOBATH
ABTOPCKHE JIOTOBOPHI.

3.cobmogaTh OCHOBHBIE TpeOoBaHUs MH(POPMAIMOHHON O€30MacHOCTH, B TOM YHCIIE 3aIIUThI
rOCyIapCTBEHHOW TANHBI.

4.0pHEHTUPOBAThCSI B CHCTEME 3aKOHOJATENhCTBA W HOPMATHUBHBIX MPABOBBIX  AKTOB,
periaMeHTUPYIONUX cepy HHHOPMAITMOHHOM 0€30MTaCHOCTH.

5. UCTIONIL30BaTh IPABOBBIE HOPMBI B TPOGECCHOHATBHON U OOIIECTBEHHOM IeATETHHOCTH.

Baaners (HAaBLIKU M/UJIM ONBIT 1€ATEJILHOCTH):

1 .HaBbIKaMu aHaJlM3a MMPaBOBBIX CUTyallMH B 00J1aCTH MHPOPMALIMOHHBIX TEXHOJIOTHH.

2.HaBBIKAMU COCTAaBJICHHS M aHalIM3a aBTOPCKUX JOTOBOPOB M JIMIEH3UHW K MPOrPaMMHOMY
00eCIIeYEHHUIO.

3.MeTosaMu obecrnieueHuss HHHOPMAIMOHHON OE€30MaCHOCTH.

4.HaBI)IKaMI/I IIOHUCKa HeO6XO)II/IMBIX HOpMaTI/IBHBIX 1 3aKOHOAATCIIbHBIX )IOKyMeHTOB.

5.HaBBIKAaMU PAa0OTBI C HOPMATHBHBIMH M TMPABOBBIMU JOKYMEHTaMH B HPOQecCHOHATHHON
JIEATEILHOCTH.
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3. MECTO JUCHHUILIMHBI (MOJYJISI) B CTPYKTYPE OBPA3OBATEJIBHOM
ITPOI'PAMMBbI

JlucuunianHa OTHOCUTCS K JUCHUIUIMHAM 00si3aTenbHOM 4yacTu HampaiieHust noarotoBku 09.03.03
[Tpuknagnas nadopmaruka npoduias "KoprnoparuBHbie ”HGOPMAIIMOHHBIE CUCTEMBI'.

4. OFbEM JUCHUILIMHBI (MOYJISI) U BUJIbl YYEBHOM PABOThI

Bcero yacos
OGbeM MHCIHIIHHEL Jnst ouHOM s OHHO- Jns 3aouHOM
dhopmbl 3a04HOU (OPMBI dhopmbl
00y4eHust 00y4eHust o0yueHust
OO01asi TPy10€eMKOCTb IMCUMILIUHBI (32a4€THBIX 37108 0/0 37108
eIMHHUI/9aCOB)
KonTakTHasi padboTa — ayIMTOPHbIE 3AHATHSL: 56 12
Jlexkuu 18 4
CeMuHAphl, TPAKTUYECKUE 3aHATHS 36 8
KonTakTHas padota (3a4er, FK3aMeH, KypcoBas )
abora)

CamocrosiTenbHast paboTa 00yJaronierocs 52 92
[IpoMekyTOUHas aTTecTalus 4
By npoMeXyTOYHOM aTTecTaluu 3auer 3auer

5. COAEP KAHUE JUCIHUIIJIMHBI (MOAYJIA)
5.1 Conepxanue TMCUMILIMHBI (MOTYJIs1)

Tema 1. BBenenue B uHGOPMAIHOHHYI0 0€30MIACHOCTb.
Nudopmannonnas 6e3omnacHoctb. OCHOBHBIE MOHATUSA. Monenu MHGOPMAIIMOHHON Oe3omacHOCTH. Busl
3amuinaeMon nHpopmaium.

Tema 2. I[IpumeHeHue MHGOPMALMOHHBIX TEXHOJOTUH 1JISl M3YyYeHHs] BONPOCOB OPraHU3allMOHHO-
NPaBoBOro obecneyeHnss HHPOPMANMOHHON 0€30I1aCHOCTH.

Hcnons3oBanne 0a3 JaHHBIX [JId HaxXO0XICHHUA W HU3YYCHHA HOPMATHBHBIX OOKYMCHTOB B o0OJactu
MH(POPMALMOHHOM 6€30MacHOCTH

Tema 3. [IpaBoBoe obecnneyeHue MHPOPMAIMOHHOM 0€30MIACHOCTH.
OcCHOBHBIE HOpPMAaTHBHO-TIPAaBOBbIE aKThl B 0OJacTH WHPOpPMALMOHHOM Oe3omacHocTu. [IpaBoBbIe
0COOEHHOCTH oOecrieueHus: 6€30MacHOCTH KOH(UIEHIIMATbHON HH(pOpMAIMK U TOCYJapCTBEHHOMN TalHBI.

Tema 4. Ucnosib30BaHue KpUNTOrpaguYeCKUX CPEACTB 3alIUThl HH(pOpMALKH.
Co3nanue 3amnppoBaHHbIX (HANIOB M KPUITOKOHTEHHEPOB U UX pacHiudpoBaHue.

Tema 5. Opranuszanuonnoe odecrnevyeHne HHPOPMALMOHHON 0€30I1ACHOCTH.
OcHoBHbIE cTaHAapThl B oOmacT oOecnedyeHus HWHPOpMaUMOHHON Oe3omacHocTH. IlomuTHka
0e30macHOCTH. DKOHOMUYECKasi 0€30MacHOCTb MPEAIPUATHSL.

Tema 6. Peanuzauus padoTsl HHPPACTPYKTYPBI OTKPBITHIX KJIKOYeH.
CozaHue ymOCTOBEPSIOLIErO IEHTPA, TIEHEpaluus OTKPBITBIX M CEKPETHBIX KIIOYEH, CO3/1aHue
CEepTU(PUKATOB OTKPBITBIX KIIIOUEH, CO3/1aHNE MIEKTPOHHON MOAMNKUCH, TPOBEPKA FIEKTPOHHOM MOIIHCH.

5
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Tema 7. Texnu4yeckue cpeaACTBa U MeTOABI 3AIUTHI HHPOPMALIUH.
HNmxenepHas 3amuTa 00beKTOB. 3anuTa HHOOPMAITUU OT YTEUYKH MO TEXHUYECKUM KaHajaM.

Tema 8. CpencrBa creranorpadum ajs 3ammThbl HHGOPMAaLKMH.
Hcnonk3oBaHue cpeacTB creraHorpaduu sl 3alIUThI (Paiiios.

Tema 9. IIporpamMHo-annmapaTHble CcpeiAcTBA W MeTOAbl olOecneyeHusi HHGOPMAIUOHHOM
0€e30MmacHOCTH.

OCHOBHBIC BHUJbI CCTCBBIX U KOMHBIOTepHBIX yI‘pOS. Cpel[CTBa U METOAblI 3alllUTBI OT CCTEBBIX
KOMITHIOTEPHBIX YTPO3.

Tema 10. HacTpoiika 0e30nacHOro ceTeBoro coeIMHeHus.
Co3aaHue 3alUIIEeHHOr0 KaHalla CBSI3U CPeICTBAMU BUPTYAJIIbHOM YaCTHON CETH.

Tema 11. Kpunrorpaguyeckne MeTobl 3a1IMTHI HHPOPMALIMH.
CuMMeTpHYHBIC U ACCUMETPUYHBIE CUCTeMBI mu(poBanus. Lludpossie moanucu (DIeKTPOHHBIE TOAUCH).
WudpactpykTypa OTKpHITHIX Kitoueil. Kpunrorpadguueckue npoToKoibl.

Tema 12. AHTUBHPYCHBIE CPeACTBA 3alIUTHI HH(OPMALIUH.
N3ydyeHne HaCTpOEK CpeICTB aHTUBUPYCHON 3aIIUThI HH(OpMALIUU.

5.2 Pa3nenbl/TeMbl JUCHHMILUIMHBI, HX TPYA0E€MKOCTb U BU/AbI 3aHSTHI
OO0masi Tpy10eMKOCTb U3yYeHHsl JUCHUILTUHBI 10 yueOHomy miiany: 3.E. (uacos) 3/108

®opma 00yueHus: OUHAas Bua xontponst:  3auer
- 5 a
S = S 2
- IS I S < =
o z = 3] 5 S g = 5 2
Ne HanMeHOBaHKE TEMBI 8 g = 25 53 g g g
2 | 2 | 2 | ZE|5E| £ |£f¢
S 25| ¢ g | =5
S = Z 2
S S 8
1{Tema 1. BBeaenue B MHGOPMAIMOHHYIO YK-2
0€3011acHOCTb. 8 1 3 4 YK-10 | JI.1-7
OIIK-3
2[Tema 2. [IpumeHeHre HHOOPMATOHHBIX VK2
TeXHOJIOTHH Il U3y4EeHHUS BOTIPOCOB 3 1 3 4 VK-10 | J1.1-7
OpraHU3aI[IOHHO-TIPAaBOBOTO 00eCHIeUeHHS OIK-3
MHPOPMAIMOHHON 6€301aCHOCTH.
3|Tema 3. [IpaBoBOE OOecniedeHue YK-2
MHPOPMAIMOHHOW 0€30I1aCHOCTH. 8 1 3 4 VK-10 | JI.1-7
OIIK-3
4Tema 4. Ucnonb3oBaHue YK-2
KPUIITOTpa(hUUECKUX CPECTB 3alUThI 8 1 3 4 YK-10 | JI.1-7
mH(QOpMaLIH. OIIK-3
S{Tema 5. OpranuzaimoHHOe o0ecTieueHre YK-2
MHPOPMAIMOHHON 6€30I1aCHOCTH. 8 1 3 4 YK-10 | JI.1-7
OIIK-3
6[Tema 6. Peanmuzamus paboTs YK-2
MHPPACTPYKTYPBI OTKPHITHIX KITFOUEH. 8 1 3 4 YK-10 | JI.1-7
OIIK-3
7\Tema 7. TexHuueckue cpecTBa U METObI VK-2
3aIIUThl HHpOpPMALNH. 9 2 3 4 YK-10 | JI.1-7
OIIK-3
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8Tema 8. Cpencrsa creranorpaduu st YK-2
3anuThl HHGOPMAIIUH. 9 2 3 4 YK-10 | JI.1-7
OIIK-3
9Tema 9. [IporpaMMHoO-amnnapaTHble CpeACTBA YK-2
11 METOIBI 0OecTIedeHNsT MHPOPMAITHOHHON 9 2 3 4 YK-10 | JI.1-7
0e30MacHOCTH. OIIK-3
10Tema 10. Hactpoiika 6€301macHOTO CETEBOTO YK-2
COeTMHEHUSL. 11 2 3 6 VYK-10 | JI.1-7
OIIK-3
11{Tema 11. Kpunrorpadgudeckne MeToab! YK-2
3amuThl HHGOPMAIIUH. 9 2 3 4 YK-10 | JI.1-7
OIIK-3
12Tema 12. AHTUBUpYCHBIE CPEICTBA 3AILUTHI YK-2
nH(OopMaLH. 11 2 3 6 YK-10 | JI.1-7
OIIK-3
13[KoHcynpTanmu (KOHTAKTHAS) 2 2
14[TpoMexyTO4Has aTTecTalus (4acoB)
Bcero uacos 108 18 36 2 52
dopma 00yueHUs: 3a09Has Bun kontponst:  3auer
— 5 a
. E w e = 5 3
- | = | BE|EE| 2| B |58
Ne HanmenoBaHnue TeMbl 3 2 £ 2 E R g g g
15} > = 5 Q o9 2}
2 | & | 2 |ZE|E8| ¢ |E¢
& =
© 1 &< % S |53
4 S 8
1{Tema 1. Brenenue B nHQOPMAIOHHYIO YK-2
0e3011aCHOCTb. 8 1 7 YK-10 | JI.1-7
OIIK-3
2[Tema 2. [IpumeHeHre HHOOPMAITIOHHBIX VK2
TeXHOJIOTHH Il U3y4EeHUS BOTIPOCOB ] 1 7 vK-10 | 717
OpraHU3aI[IOHHO-TIPAaBOBOTO 00eCIeUeHHS
. OIIK-3
MHQOPMAIIMOHHON 6€301aCHOCTH.
3[Tema 3. [IpaBoBOe OOecIieueHNE VK-2
MHPOPMAIMOHHOW 0€30I1aCHOCTH. 8 1 7 YK-10 | JI.1-7
OIIK-3
4Tema 4. Ucnonb3oBanue VK-2
KPUNTOTPaQUIECKUX CPEICTB 3aIIUTHI 8 1 7 YK-10 | JI.1-7
MH)OpPMAIIIH. OIIK-3
S{Tema 5. OpranuzaiiuoHHOe o0ecrieueHre YK-2
MHPOPMAIMOHHON 6€30I1aCHOCTH. 9 1 8 YK-10 | JI.1-7
OIIK-3
6[Tema 6. Peanmuzamus paboTs YVK-2
MHPPACTPYKTYPBI OTKPHITHIX KITFOUYEH. 9 1 8 YK-10 | JI.1-7
OIIK-3
7\Tema 7. TexHuueckue cpecTBa U METObI VK-2
3alIUTHI HHPOPMALIUH. 9 1 8 YK-10 | JI.1-7
OIIK-3
8Tema 8. CpexncrBa creraHorpaduu s VK-2
3alUTHI HHPOPMALIUH. 9 1 8 YK-10 | JI.1-7
OIIK-3
9Tema 9. [TporpaMMHoO-amapaTHbIe CpeACTBa YVK-2
11 METOJIBI 00ecTIedeHNsT MHPOPMAITHOHHON 9 1 8 YK-10 | JI.1-7
0e3omacHoCTH. OIIK-3
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10Tema 10. Hactpoiika 6e30mMacHOr0 CETEBOTO VK-2
COETIHEHMUSL. 9 1 8 YK-10 | JI.1-7
OIIK-3
11{Tema 11. Kpunrrorpadudaeckue MeToa51 VK-2
BamuTE HHPOPMALHH. 9 | 8 YK-10 | JI.1-7
OIIK-3
12Tema 12. AHTUBUPYCHBIE CPELICTBA 3AILUTHI VK-2
MHQOPMAIIIH. 9 | 8 YK-10 | JI.1-7
OIIK-3
13|[KoHcypTanun (KOHTaKTHast)
14[[TpomMexyTOoUHAs aTTeCTaIUs (4acOB) 4 4
Bcero wacos 108 4 8 4 92

6. MIEPEYEHb YYEBHO-METOJIMYECKOI'O OBECHEYEHMSA 151 CAMOCTOSTEJILHOMI
PABOTBI OBYYAIOLUXCS MO JUCHUIIIMHE (MOAY.JTIO0)

CamocrosTenbHas padoTa BKJIIOYAET CIEIYIOLINE €€ BUIbL:

- U3yYEHHUE TEM CAMOCTOSTEILHON MOATOTOBKH 110 Y4€OHO-TEMAaTHIECKOMY TUIaHY;

- CaMOIIOJrOTOBKa K NMPAaKTUYECKUM M JAPYTUM BUAAM 3aHATHH — pacyeTHO-aHAIUTHYECKas padoTa 1o
WH/IMBUAYAIbHOMY Y4€OHOMY 3aJaHHIO;

-caMOCToOsTeIbHas paboTa ciayIaTesnel Ipyu MOArOTOBKE K UTOTOBOMY TECTHPOBAHUIO.

Ot BuJbl paboT MpeAnonararor:

- CaMOCTOATENbHYIO paboTy cirymiarens B OMOIHOTEKE;

- U3yYEHHUE MaTePUAIIOB CIICIIUATM3NPOBAHHBIX CATOB IO TEMaM JUCIHUILIMHEI B ceTH VIHTEpHET;

- U3y4YCHHE DJICKTPOHHBIX yYEOHBIX MAaTEpUAIOB (JIEKTPOHHBIX Y4EOHMKOB, METOJANYECKUX MATEPUAIIOB,
Ipe/icTaBlIeHHbIX Ha caiite YpCOUN);

3agaHus Ui CaMOCTOSITENIbHON pa0boThI CilylaTesNeil BKIIIOYatoT B ce0s:

- BBIMIOJIHEHUE TECTOBBIX 3a/aHUI, Pa3MEUICHHBIX B TMporpaMMHON o0ojouke Moodle — mo Ttemawm,
BBIHECEHHBIM Ha CAMOCTOSITENIbHOE U3YUCHHE;

- IOJITOTOBKA JIOKJIA0B TI0 OT/AEIBHBIM BOIIPOCaM Kypca.

VYKazaHus M 33JaHUsl IO CaMOCTOATENBbHOM paboTe BBLAAIOTCS Ha NMPAKTUUYECKUX 3aHATHUAX C Y4ETOM
WH/IMBUATYAILHOTO YPOBHSI OCBOSHHS MaTepralia CIIyIIaTeIIsIMH.



PABOYAS ITPOI'PAMMA JJUCHUITJINHBI

Ilepeyennb BOPOCOB /111 CAMOCTOSITEIbHO padoThl

I{enun rocynapcTBa B o0nactu odecredeHuss HHGOpMaIMOHHOM 0€30IMacHOCTH.

OcHOBHBIE HOPMAaTUBHBIC aKThl PD, CBsA3aHHBIE C TPABOBOI 3alIUTON HH(OPMAITHH.

Bupl KOMIIBIOTEPHBIX MPECTYIIICHUH.

Crioco0Obl 1 MEXaHU3MBbI COBEPIICHHS HH(POPMAIIMOHHBIX KOMITBIOTEPHBIX IPECTYIUICHUH.
OcHoBHbIE TapaMeTpbl U YePThl HHPOPMAIIMOHHON KOMITbIOTEPHOM npectynHocTy B Poccun.
KomnbrotepHsliii Bupyc. OCHOBHBIE BUJIbI KOMIIBIOTEPHBIX BUPYCOB.

MeTo/1p1 3a1UThl OT KOMITBIOTEPHBIX BUPYCOB.

Turb! aHTUBUPYCHBIX TPOTPAMM.

9. 3aummThl OT HECAaHKLIMOHUPOBAHHOTO JocTyna. MaeHTudukanus u ayreHTU(UKaus M0JIb30BaTes.
10. OcHOBHBIE YTrpO3bl KOMIIBIOTEPHOW O€30MIaCHOCTH IpH padoTre B ceTu MHTEpHET.

11. Bunpl 3amumniaeMoit HHGOpMaIIiH.

12. T'ocynapcTBeHHas TailHa Kak 0coObIM BUJ 3alluaeMoi HHGOpMaIUH.

13. Kondunennuanbuas nHGOpMAIIHS.

14. Cuctema 3a1iuThl rOCY1apCTBEHHOM TalHBI.

15. [IpaBOBOI1 peKUM 3alUTHI TOCYAAPCTBEHHOW TalHBI.

16. 3amuTa HHTEIUIEKTYaIbHOW COOCTBEHHOCTH CPEICTBAMH MATEHTHOTO U aBTOPCKOTO IpaBa.
17. MexxayHapoJHO€ 3aKOHOJATENECTBO B 00JIACTH 3AIIUTH HHPOPMAIIHIH.

18.  IlporpammHoO-ammapaTtHble  CpeiAcTBa  oOecmedeHus  HWHPOpPMAIMOHHOW  0E30MacHOCTH B
MH(OPMALIMOHHBIX CETAX.

19. CummMeTpudHbIe T (PHI.

20. AccumeTpuyHbIe MUQPHIL.

21. Kpunrorpapudeckne mpoTOKOIIBI.

22. Kpuntorpapuueckne xemn-(yHKIHH.

23. DneKTpoHHas MOAMHCH.

24. Opranu3zaioHHoe obecreyeHne HH(HOpMaMoHHONH 6€30MacHOCTH.

25. Cnyx0a 6€301acHOCTH OpPTraHU3alINN.

26. MeTo/b! 3aIIMTHl MHPOPMALIMU OT YTEUKU B TEXHUUECKUX KaHaJIaX.

27. ImxeHepHas 3aI1MTa U OXpaHa 00BEKTOB.

PN R

Tema 1. BBegenne B nHpOpManuoOHHYI0 0€30IACHOCTD.

Bonpocs! qis guckyccum

Yro Takoe nH(pOopMaIMOHHAS OE30MaCHOCTH?

2. [lepeuncnure OCHOBHBIE YTpo3bl HH(OpMAIIMOHHOH Oe3omacHocTu. 3. Kakue cyniecTByroT MOJIEH
nH(popMallMOHHON Oe30macHoCcTr?

4. Kakue MeTo/1bl 3a1uThl HH()OpMAIUK BbIIEISIOT?

5. YTo Takoe mpaBOBbIE METO/bI 3AIIUTH HHPOPMAIIH?

6. UTo Takoe opraHu3aliOHHbIE METO bl 3aLIUTHI HH(pOpMAIN?

7. Yto Takoe TEXHUYECKHNE METO/IbI 3aIUThI HHGOPMAITHH?

8. Uto Takoe nmporpaMMHO-anmnapaTHble METO/Ibl 3aUThl HHpOpMaun?

9. Uro Takoe kpunrorpaguieckue METOIbl 3alUThl HHGOPMAITHH?

10. Yro Takoe puznueckre METOo bl 3aIUTHl HHPOpMALIUU?

11. Kakue rinaBHble rocyapCcTBEHHbIE OpraHbl B 001acTu odecriedeHust tHPOpMalMOHHOW 6€30MacHOCTH?
12. TlepeurcnuTe BUBI 3aIIUIIIAEMON HHPOPMALINH.

Tema 2. I[IpuveHenne MHGOPMAINMOHHBIX TEXHOJOTHH MJIsi M3YYEeHHs] BONPOCOB OPraHU3allMOHHO-
NMPaBoBOro odecnevyeHust MHPOPMAITMOHHOI 0€30M1ACHOCTH.
[IpakTuyeckue 3aaHus



PABOYAS ITPOI'PAMMA JJUCHUITJINHBI

Ha ocHOBe mnpemioKeHHOro ONMCAHUSA NPEANPUATHS W HU3YYEHHOM HOPMAaTHUBHO-PACIOPSAAUTEIIBHOU
JOKyMEHTaIllMk B 00JacTH obecredeHus: MHOOPMAIMOHHON Oe30MacHOCTH, TPYIIe CTYACHTOB Mo 2-3
4eloBeKa HeoO0XoauMmo  pa3paboTaTh OOOOIICHHYIO TIOJUTHKY OpTaHW3aldd CHUCTEMBl  3allUThHI
MEePCOHATBHBIX JAHHBIX MPEIIPUITHSA.

Tema 3. IlpaBoBoe o0ecnieyeHne MHPOPMAITMOHHOI 0€301ACHOCTH.

Bonpocs! s guckyccumn

1. I[IpaBo. McTounuku npaBa. 2. Kakue oCHOBHBIE 3aKOHBI B 001acTH 3aniuThl HHpopmaiuu B PO?

3. Ilepeuncnute OCHOBHBIE 11eNU U 3a1aun PO B o0mactu obecrieueHust HHPOPMAITMOHHONW 6€30MTaCHOCTH
4. Ctparerus HAIMOHAILHOM Oe3omacHOCTH. JlokTprHA MHGOPMAIIMOHHON O€301aCHOCTH.

5. Yto Takoe KoH(puaeHIMANbHAs HHPOpMaIus?

6. Uto Takoe nepcoHajibHbIC TaHHbIC?

7. B kakux ciaydasx BO3MOKHO UCIOJIb30BaTh IEPCOHATIbHBIE JaHHbIE O€3 cornacus obnanatens?

8. OxapakrepusyiiTe OMOMETpUYECKUE TaHHbIE KaK epCOHANIbHBIE JaHHbIE. 9. UTo Takoe
npodeccruoHanbHas TaitHa?

10. YUto Takoe cimyxeOHas TaiiHa?

11. Yro Takoe komMMepueckas TaiiHa?

12. YUto Takoe pexuM KOMMEpPUYECKON TalHbI?

13. Yto Takoe rocyaapcTBeHHas TaiiHa?

14. OnuiuTe TpaBoOBOM pexuM rocyaapcTBeHHOM TaHbl. 15. @3-149. 16. ©3-152. 17. ©3-98. 18. O3-
390. 19. ©3-395-1. 20. ©3-126. 21. ©3-374 u ©3-375. 22. [locranoBnenue npasutesnbersa Nell19.

Tema 4. Ucnonb3oBaHnue Kpunrorpagpuueckux cpeAcTB 3alMThl HHPOPMALMH.

IIpakTHyeckue 3agaHus

CryneHTaM  HEOOXOAMMO  BBINOJHUTH  cileayrouiee — pabodee  3afaHME€  UCIOJIb30BAaHUEM
kpunrorpaguueckoro nporpaMmmHoro GnuPG mnox ynpasinenuneM OC Linux Mint/Windows 7: 1.
Crenepupyiite napy kiroueit (myOiauunblil, npuBatHeiil) no tuny «DSA and ElGamal» nox umenem userl.
2. TIlpoBepbTe KOPPEKTHOCTh XapakTepUCTUK Kimtoueil. 3. 3ammdpyiTe oOBIYHBINA TEKCTOBBIM (aiin Ha
OTKpBITOM KJIO4e mojb3oBatens userl. 3arem pacmmgpyiite ero. 4.  Ilonnmummure paHee co3JaHHBIN
TeKCTOBbIM (haiin m mpocmotpure ¢aitn ¢ uudpposoil nmoanuceo. 5. M3MeHHUTe COAEpKUMOE TEKCTOBOTO
(haiina u mpoBephTE MOUTMHHOCTD U poBoH oanucH. 6. Coznaiite apxuB (tar —cvf) u cozmaiite 1151 HEro
udpoByro noanuck. 7. IlpoBepbTe nmoamMHHOCTH U(poBON noanucu apxusa. 8. Co3naiiTe B KaTajore
/mnt moakaTayior co cBoeil pamunuen. 9. DKCHOPTUPYHTE B CO3/JaHHBIN KaTaJOT CBOM OTKPBITHIA KITIOY.
10. CreHepupyiiTe Take CBOM KJIIOYM, HO moj uMeHeM user2. 11. M3 karamora /mnt/®UO crynenra
UMIOPTUPYHTE OTKPBITHIN KiItou userl 12. YGeauTech, 4To K04 J00aBUIICS K BalleMy HA0OpY OTKPBITHIX

kmouet. 13. Bammdpyitre filel s nonb3oBatens userl M coXpaHUTE €ro B JAUPEKTOPUU
/mnt/®UO _crynenra. 14. 3ammdpyiite u noxnumute file2 nns mons3oBartens userl. 15.  IlonpoOyiite
pacmmdpoBats filel.asc u file2.asc mpu momomu kmowa user2. 16.  Ilepelimute B ceanc userl u

pacumdpyiire filel u file2. 17. I[loaroToBUTH OTYET O MPOAETAHHON padoTe.

Tema 5. Opranusanuonnoe odecrnevyeHne HHPOPMALMOHHON 0€30IIaCHOCTH.

Bomnpocsl s fuckyccumn

1. Kakue ocHOBHbIE MEX TyHapOAHbIE CTAaHIAPTHI B 001acTH MH(OpMAIIMOHHON O6e30macHoCTh?

2. "Opanxesas kaura" 3. ISO/IEC 15408. 4. Kak cBsizaHbl MEKyHapOJHbIE CTAaHAAPTHI U CTaHIAPTh PO?
5.TOCT P UICO/M3K 27002-2012. 6. TOCT P UICO/MBK 27005-2010. 7. CTO BP UBBC-1.1-2007.
«Aynut unpopmannonHoit 6ezonacuoctu». 8. PC bBP UBBC-2.2-2009. «MeTonrka OleHKH PUCKOB
HapyueHus nHpopmairoHHoi 6ezonacHocty. 9. Ilpukaz @Ch Ne378. 10. I[Tpukaz @CTIK Ne21. 11.
[Tpukaz @CTOK Nel7. 12. ITpuka3z ®CTIK Ne31. 13. [Ipukaz ®CTIK Ne28. 14. [Ipukaz PCTOK Ne638.
15. IIpukaz ®CTIK Ne9. 1



PABOYAS ITPOI'PAMMA JJUCHUITJINHBI

Tema 6. Peanimzanus padoTbl HHPPACTPYKTYPbI OTKPBITHIX KJII0Yeil.

I[IpakTuyeckue 3aaHus

CrynentraMm He0OXOAMMO BBINIOJIHUTH ClIeAyolIee pabouee 3aaHne UCIOIb30BAaHUEM KPUITOTpapruecKon
ouobmmorexku OpenSSL mox ympasienuem OC Linux Mint/Windows 7: 1. YcranoBute OpenSSL 2.

Hactpouts CK3U (ucnpaBute ¢aitn openssl.cnf) 3. IloaroroButh okpyxenue 4. Cdopmuposatsb
3akpbIThid Koy YI[ 5. CdopmupoBats 3ampoc Ha ceptudukar YII. Ilpum 3TOM HcHONB30BaTH
CIIEYIONIYI0 WH(GOPMAIIHIO: Country: RU State: na Bam BbIOOD Locality: Ha Bam BBIOOp

Orgainiztion: Ha Bam BeIOOp Organization Unit: Ha Bam BeIOop Common Name: &lt; Bama ®amunus u
Nma&gt; CA' 1 Email: &lt; Bam e-mail&gt; 6. Beimyctuts camomnoanucanssiii cepruduxar Y1 7.
CdopmupoBaTh KIH0OUH, 3aPOCHl HA CepTU(DUKAT U CePTUPHUKATHI HE MEHEE YeM JIBYM 8.  IOJIb30BATEISIM.
B kadecTBe MMEH MOJB30BaTENEH PEKOMEHIYETCSl MCIOJIb30BATh BBIMBIIUICHHBIE, 9. HO OCMBICICHHBIE
umena. 10. Oro3Bath oauH u3 ceptudukaron noiup3opareneil. 11.  CdhopMupoBaTh CIHCOK OTO3BAHHBIX
ceprudukaroB. 12.  Co3mare JOKyMeHT ¢opMmaTa .txt ¥ HAMOJHUTH €r0 JNaHHBIMH. [10ydUTh OTKPBITHIN
KITto4 JUIst 13, ceKkpeTHOro Kiro4a MoJb30BaTelNs, CO3IaHHOTO B XO/1€ BBIIOJIHEHUS MPEbIayIIeil paboThl.
14. CdopmupoBars moanuck co3nanHoro Ha mare 10 mokymenrta. 15. IIpoBepuTh MOANHCH JOKYMEHTA.
16. IloAroToBUTH OTYET O MPOJICTAHHOMN paboTe.

Tema 7. Texun4ueckue cpeacTBa U METOAbI 3AIMTHI HH(POPMAITHH.

Bonpocs! pus quckyccumn

1. Yto Takoe MH)KEeHEepHas 3aluTa 00BbEKTOB?

2. Kakum cioco6oM omnuchkIBaeTcs MHKeHepHas 3amuTta. Onucars Mojenb. 3. Kakue cpeactpa
IIPUMEHSIFOTCS IS 3alIMTHI 1-ro nepumMerpa?

4. Kakue cpeacTBa NpUMEHSIOTCS AJIS 3aLIUTHI 2-Ir0 nepumerpa?

5. Kakue cpencrsa NpUMEHSIOTCS U1 3aIlMThI 3-T0 iepumMerpa’?

6. [Toxxapnsle curnanuzanuu. 7. OXpaHHbIE CUTHAIU3AIUH

8. buomerpus. buomerpuueckue xapakTepucTHKu. 9. UTo Takoe TEXHUYECKHUE KaHAJIbl yTEUKU
nHpopmanun?

10. ITepeurcauTe OCHOBHBIE BHJIbl TEXHUYECKHUX KAHAJIOB YTEUKH HH(pOpMauu?

11. Yro Takoe cnemmpoBepka?

12. Yto Takoe crienuccieioBaHue?

13. Yto Takoe crnenobdcnenoanme?

14. TlepeuricnuTe METOABI 3AIIUTHI HHPOPMALIUU OT YTEUKHU O 3pUTEIbHOMY KaHany. 15. [lepeuncnute
METO/IbI 3aIUThl UH()OPMALIUK OT YTEUKH 110 3JIEKTPOMAarHUTHOMY KaHany. 16. Ilepeunciute MeTos
3alUThl HUH(OPMAIMK OT YTEUKH IO AIEKTpHUUecKoMy KaHaity. 17. Ilepedncinre MeToIbI 3aLIUThHI
MH(OpMaLIUU OT YTEUKU MO UHIYKIIMOHHOMY KaHaly

18. IlepeuricnuTe METOABI 3AIIUTH HHPOPMALIUU OT YTEUKH MO MApaMETPUUIECKOMY KaHaIy.

19. IlepeunicnuTte METOABI 3aLIUTHI MHPOPMAIIUHU OT YTEUKH 10 BO3aylIHOMY KaHaiy. 20. [lepeuncaure
METO/bI 3aIIUTHl THPOPMALIMHU OT YTEUKHU M0 BUOpallMOHHOMY KaHaiy. 21. [lepeuncnuTte METO/IbI 3aIUTHI
nH(OPMAaLIUK OT YTEUKHU MO aKyCTO3JIEKTpUUecKOoMy KaHaiy. 22. [lepeuncnure MeTO bl 3a1IUTHI
uH(pOpMAaIIUU OT YTEUKH MO ONITUKORJIEKTPOHHOMY KaHaiy. 23. [lepeunciaute cpeacTBa M METO/IbI 3aIUTHI
nH(pOpMalLUU OT yTeUKH HH(GOPMaLKHU B TelIe(OHHBIX JIMHUSAX.

Tema 8. Cpeacra creranorpadgum 1Jisl 3alIMThl HH(POPMAaLIHH.

IIpakTuyeckue 3axaHus

CryneHTaM HEOOXOMMO BBIMOJIHUTH ClieAylollee padoyee 3ajaHie HCIOIb30BAHUEM CTETaHOTpapUUECKUX
nporpaMMHbIX cpeactB nona ympasieHneM OC Linux Mint: 1. Co3gate aokymeHT ¢opmara .txt u
HaIoOJHUTH €ro JaHHbIMH. 2. YcranoButh TrueCrypt. 3. Co3nate koHteiiHep. Mg — @aMunus cTyneHTa.
Anroputm mmdpoBanus — AES. Xem-pynkuus — SHA-512. Pasmep - Heobxomumsiit. Ilapons — mo
ycMoTpeHuio. 4. 3amudpoBarb co31aHHbIN JOKyMeHT ¢ moMoInkio TrueCrypt. 5. Ycranouts VeraCrypt.

11
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Tema 9. IIporpamMHo-annapaTHble CpeACTBA W MeTOAbl olecrniedyeHusi UHQOPMANMOHHOI
0e30IacHOCTH.

Bonpocs! s guckyccumn

1. Yro Takoe mporpaMMHO-aIllapaTHble CPeACTBA 3alUThl HHOpMaun?

2. Kakue MexaHU3MBbl peaIn3yIOT IPOrpaMMHO-aNIapaTHbIe CPECTBA 3aIUThI HH(pOpMaIn?

3. Kakue KOMIbIOTEpHBIE YTPO3bl OE30MACHOCTH CYIECTBYIOT?

4. Yto Takoe cereBas pa3Beaka? Kakue MeTobl 3alIUTH TPOTUB HEE CYIIECTBYIOT?

5. Uto Takoe unbekuusa? Kakue Bubl MHBEKIUHN CylIecTBYIOT? Kakue MeToIbl 3alIUThl IPOTUB HUX
CYILIECTBYIOT?

6. Uto Takoe oTKa3 B o0cykuBaHuu? Kakue METO b 3alTUThI POTHB HETO CYIIECTBYIOT?

7. OCHOBHBIE BHJIbI TPOrPAMMHBIX yA3BUMOCTEN. 8. Baknopsl. 9. Uto Takoe nepenoinenue Oyddepa?
Mertoapl 3amuthl. 10. Uto Takoe nedexTsl popMaTHbIX cTpok? Metoabl 3amuThl. 11. UTto Takoe
[EJIOUNCIICHHBIE TIepenoHeHus1? MeTo bl 3amuThL. 12. Ommbku 00paboTKH UCKITOYeHUH. MeTo b1
3amuThl. 13. BHeapenue komana. Meroasl 3amuthl. 14. HekoppekTHbie 00padoTku ommOoK. MeToabl
3amuThl. 15. T'onku. Mertobl 3amiuThl. 16. BeinoiaHeHune Koja ¢ 3aBbIIEHHBIMU NpUBUIIETUsIMU. 17. Ataka
"Yenosek no cepeaune”. 18. Uto takoe [P-cnygdunr? Kakue meToas! 3aUThl IPOTHB HETO CYIIECTBYIOT?
19. ARP. 20. DHCP. 21. NAT. 22. PAT. 23. IPv4. IPv6. 24. Uto takoe ARP-criypdunr? Kakue meTost
3aIUTHI IPOTUB HETO CYLIECTBYIOT?

25. Yro takoe DNS Cache Poisoning? Kakue MeToap! 3alIUTH IPOTHB HETO CYIIECTBYIOT?

26. Yto takoe NetBIOS/NBNS spoofing? Kakue MeToab! 3al1UThl IPOTUB HETO CYIIECTBYIOT?

27. VPN. 28. ConnanbsHast nmxenepus. 29. @poxa. Meroast 60ps0s1 ¢ ppomom. 30. Yto Takoe dpurmar?
Kakue MeTopl 3a1IUTHI MPOTUB HETO CYIIECTBYIOT?

31. Kapaunr. Metoasl 3anmtsl oT kapauara. 32. Darkweb. 33. DMZ. 34. Anonunmaiizepsr. 35. IIpokcu-
cepBepsl. 36. PesepHoe konnpoBanue. 37. Honey pot. 38. DLP-cuctemsl. SIEM-cuctemsl. 39. Cxkanepsl
6e3onacHocTu. 40. Cuctemsl oOHapyx eHUs BTOp>keHUi. 41. CucteMbl NpeoTBpaIlleHNs BTOPKEHUH. 42.
Bpenonocuslie nporpammel. Komnerorepasie Bupycsl. Buisl Bupycos. 43. OkcruionTsl. 44. Mexanusm
paboTtsl Bupyca. 45. AHTuBHpYCHl. Buabl antuBrpycoB. 46. MexaHu3Mbl paboThl aHTUBHpYCa. 47.
MesxceTeBou IKpaH.

Tema 10. HacTpoiika 0e30macHOr0 ceTeBoro coeMHeHus.

IIpakTnyeckue 3aganus

NmeroTcs aBe JoKabHbIe ceTH. B ka0l U3 HUX ecTh cepBep ¢ ycraHoBiIeHHbIM Kerio Winroute Firewall,
¢ mnpexayctaHoBieHHbIM VPN cepBepoM. CryneHTaM HEOOXOAMMO BBINOJHUTH ClEayollee pabouee
3aganue noa ynpasieHueM OC Linux Mint: 1. O6beauHuTe ABE JIOKAJIBHBIE CETH APYT C IPYTOM, YTOOBI
I0JIb30BATEIN UMEJH JIOCTYI K KOMIIBIOTEPAM U cepBepaM U3 pa3po3HEHHBIX ceTeil. [l 3THX 3a/1a4 Hy)KHO
CO3/1aTh MEXIYy JABYMs cepBepamu, NojkiatoueHHbIMH K MHrepHer, VPN Tynuens. 2. Ha oxny us
BUPTYAJIBHBIX MAIlIMH yCcTaHOBUTE Web-cepBep <sudo apt-get install apache2>. 3. Ha apyryio ycranoBure
— Nmap <sudo apt-get install nmap>. 4. Onpeznenure IP anpec BUpTyanbHOH MalluHBI, I7I€ YCTaHOBIIEH
web-cepep apache. 5. [IpousBenure ckanupoBaHue web-cepBepa BCEMH ONMHCAHHBIMH METOJIaMH
(M3yuenue cpencts  ckanupoBaHus Nmap). 6. Ycranosute Honeyd. 7. O3HakoMbTech ¢ HH(popMaruen
no Hactpoitke Honeyd m crammaptHeiM comepxkumbiM (aiina /etc/honeypot/honeyd.conf. 8. Hacrtpoiite
Honeypot usmenuB conepxanue @aiina /etc/honeypot/honeyd.conf . 9. 3amycture <farpd -d>. 10.
3anycture honeyd. <honeyd -d -f /etc/honeypot/honeyd.conf> 11. IlpousBeauTe ckaHUpPOBaHUE CETH C

honeypot. 12. W3menute Hactpoiiku Honeypot. Ycnoxuute koHpuUrypauuoHssiil ¢aitn. [lob6aBbre
HECKOJIBKO JIOBYIIEK, M3MeHuTe mHpopmanuto 06 OC, uHbopMaiuio o poyrepe, 00 OTKPBITHIX MOpTax
nr.g. 13. 3amyctute honeyd. <honeyd -d -f /etc/honeypot/honeyd.conf> 14. IIpoumssenure

ckanupoBanue. 15. TloAroToBUTH OTYET O MpoOAETaHHOM padoTe.

Tema 11. Kpunrorpajgudeckue MeToabl 3aIUThI HHGOPMAaLHH.
Bomnpocsl 1uist AUCKycCHA

12
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1. Yro takoe mmdp? Kakue BubI MUpPOB CYMIECTBYIOT?

2. Uto takoe cumMmeTpuuHbiil mmdp? Kakue cumMmMmeTpruyHbie mu(pbl HCIIOIB3YIOTCS ceiyac?

3. Uto Takoe accumerpuunslii mmdp? Kakue accumerpuynbie mudpbl UCIOIB3YIOTCS ceiyac?

4. [IpyHIMI TOCTPOSHUS] CHMMETPHUHBIX IHUQPPOB. 5. [IpuHIUI TOCTpOEHUS aCCUMETPUYHBIX IU(POB. 6.
Crannaptasie mmdpsl. 7. [lorounsie mmdpsl. 8. Uro Takoe xem-¢pynkuua? Kakue Buabl xem-QyHKIUN BBl
3HaeTe?

9. lepeBo Mepkia. 10. Yto Takoe mudpoBast moamnucs?

11. [udposas noanuce RSA. 12. lludposas noanucek Ib-I"amans. 13. Uto Takoe uHppacTpykTypa
OTKPBITBIX KJIFOUEH?

14. XKvzHeHHbI UK KiTrova. 15. AyreHTudukanus, uaeHTuGUKaIms, Bepudukamnus, apropuzamus. 16.
[Tpocreiimme npoTtokossl uaeHTuukauu. 17. OcHoBHoi mpoTokon Kerberos. 18. IPSec. 19. Blockchain.
20. Yro Takoe creranorpadus? I[lonstue creranokoHTeiHepa. 21. Kakue BUIbI CTEraHOKOHTEHHEPOB
CYIIECTBYIOT?

22. MeTtoabl CO3/1aHUS CTETaHOKOHTEMHEPOB Ha OCHOBE TEKCTOBOU MH(popManuu. 23. MeTo bl co3aHus
CTETaHOKOHTECWHEPOB Ha OCHOBE BUACOMH(OPMAIIUU U CTOI/KaIpoB. 24. MeTo bl CO31aHUS
CTEraHOKOHTEWHEPOB Ha OCHOBE ayauouHdopmarmu. 25. LudpoBbie BOASHBIEC 3HAKH.

Tema 12. AHTUBHPYCHBIE CPeACTBA 3alIUTHI HH(OPMALIUH.

IIpakTnyeckue 3aganus

CrynentaM HEOOXOAMMO BBIMIOJIHUTE clieAyiolee pabodee 3ajaHHe C HCIONb30BAHHEM MPOrPaMMHOTO
cpenctBa Kaspersky Endpoint Security u Kaspersky Security Center mon ynpasneaunem OC Windows 7: 1.
OcymectBute JokanpHyl0 yctaHoBKy Kaspersky Endpoint Security. 2. Buenpute monaynbs ymnpaBieHUs
Kaspersky Security Center. 3. Co3pmaiite cTpYKTypy yIpaBisieMbIXx KoMIbloTepoB. 4. Hacrpoiite MomyIb
«3amutel oT ¢ainoBeix yrpo3». 5. Hactpoiite 3amaun moucka BupycoB. 6. HacTpoiite uckirouenus amns
BbIOpaHHOW manku. 7.  Hacrtpoiite Moaynp «3amuThl OT MOYTOBBIX yrpo3». 8. Hacrtpoiite 3ammrty ot
mporpaMM BeIMorareneil. 9. Hactpoiite 3ammry ot cereBbix yrpo3. 10. Hactpoiite ceTeBoii skpaHa ais
MoOwibpHOU monuTuku. 11.  HactpoiiTe uckmtouenus u3 camo3amuthl. 12. HacTpoiite 3ammTy maposieM
s KES. 13, Hactpoiite Kontposs nporpamm. 14.  3abnokupyiiTe 3amyck HEM3BECTHBIX (haillioB B cEeTH.
15. 3amperure AOCTYNl K ChEMHBIM HOCUTENsIM HHpopmanuu. 16. Hacrpoiite npaBa kK CbEMHBIM
HocuTenssM uHpopmanuu. 17. Hactpoiite koHTpoab gocTyna k BeO-pecypcam. 18. Hactpoiite mpuidop.
19. CobGepute xypHaibl TpaccupoBku. 20. OpraHusyiiTe pe3epBHOE KOMUPOBAHUE M BOCCTAHOBIICHUE
Kaspersky Security Center. 21. TloaroroBuTh OTYET 0 MpOJIETaHHON padoTe.

KoncyabTanuu (KOHTaAKTHAS)
IIpome:xxyToyHast arTrecTanus (4acoB)

7. OCHOBHASI M JIONOJIHUTEJBLHASI YYUEBHAS IMTEPATYPA, HEOBXOJUMAS
JIJISI OCBOEHUSI TUCHUTIIMHBI (MOTYJIST)

OcHoBHas1 JiuTEepaTypa
1. Oununnos, b.M. Nudpopmannonnas 6e3onacHOCTb. OCHOBBI HAJEKHOCTH CPEICTB CBSA3M :
yueonuk / b.1. ®unmunmos, O.I". lllepctueBa. - Mocksa ; bepnun : Jlupekr-Menua, 2019. - 241 c. : un.,
tabn. - bubmmorp.: c. 221-226 - ISBN 978-5-4475-9823-5 ; To e [DnekTpoHHbBII pecypc]. -
URL: http://biblioclub.ru/index.php?page=book&id=499170

2. TexHonoruu obecrneueHus: 6€30MaCHOCTH HHPOPMAITMOHHBIX CUCTEM : yueOHoe mocodue : [16+]
/ A. JI. Mapyxnenko, JI. O. Mapyxnenko, M. A. Edpemos u ap. — Mocksa ; bepnun : Jlupekr-Menua,
2021. - 210 ¢ : wm, cxem., Tabn. — Pexum goctyma: 1Mo  TOMMUCKE. —

URL: https://biblioclub.ru/index.php?page=book&id=598988. — bubmuorp.: c. 196-205. — ISBN 978-5-
4499-1671-6. — DOI 10.23681/598988. — TekcT : 371€KTPOHHBIH.
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3. Nmieitnos, B. 5. UndopmanronHas 6€30MacHOCTh U 3aluTa HHPOPMAIIHH: TCOPHSI U MPAKTUKA :
yauebnoe nocoodue : [16+] / B. S. UmeitnoB. — MockBa ; bepnun : Jupexkr-Meaua, 2020. — 271 c. :
CXEM., TabII. — Pexum Jocryna: o TIOJIITHICKE. —

URL:https://biblioclub.ru/index.php?page=book&id=571485 . — bubnuorp. B ka. — ISBN 978-5-4499
0496-6. — DOI 10.23681/571485. — TekcT : 3IeKTPOHHBIH.
4. be3onacHOCTh 3JIEKTPOHHOTO JOKYMEHTO00O0pOTa : yueOHoe mocooue : [16+] / A. A. Tumenko,
I1. A. Tumenko, 1O. M. Ka3akoB u ap. — Mocksa ; bepnun : upexkr-Menua, 2021. — 53 c. — Pexxum
nocryna: o noganucke. — URL:https://biblioclub.ru/index.php?page=book&id=602225. — bubnuorp. B
kH. — [SBN 978-5-4499-1928-1. — TekcT : 31E€KTPOHHBIM.

JonosHUTeIbLHAS JUTEpPaTypa
S. bproxomunkwuii, 0. A. bezonacHOCTh MHPOPMALMOHHBIX TEXHOJIOTHH : ydyeOHOe mocobue : B 2
gactax : [16+] / 0. A. bproxomuukwuii ; KOxubiii denepanbubiii yausepcurer. — PoctoB-Ha-J{onHy ;
Taranpor : FOxHbiil denepanbubiii yausepcuter, 2020. — Y. 1. — 171 c. : nin., Tabmn., cxem., rpad. —
Pexxum noctyna: mo moamucke. — URL:https://biblioclub.ru/index.php?page=book&id=612167. —
bubmuorp. B xu. — ISBN 978-5-9275-3571-2 (4. 1). - ISBN 978-5-9275-3526-2. — Texkcr :
3IIEKTPOHHBIM.
6. Kopuumnosa, A. A. 3amuTa NEpCOHATIBHBIX MAaHHBIX @ ydeOHoe mocobue : [16+] /
A. A. Kopnaunoga, [[. C. FOnycosa, A. C. Ucmarunosa ; balukupckuii rocyJapCTBEHHbIN YHUBEPCUTET.
— Ya : bamkupckuii rocygapcTBeHHslii yausepeutet, 2020. — 119 c. : wi., tabn. — Pexxum nocryma:
no moamnucke. — URL: https://biblioclub.ru/index.php?page=book&id=611314. — bubnuorp. B KH. —
TekeT : ANEeKTPOHHBIN.
7. HNudopmannonnas OezonacHocTh B LudpoBoM oOIecTBe : yuebHOoe mocobuwe : [16+] /
A. C. Ucmarunosa, U. B. Canos, U. A. Illaranos, A. A. Kopausnosa ; bamkupckuii rocyaapcTBEHHBIH
yHuBepcuteT. — Ya : bamkupckuii rocynapctBeHHblit yHuBepcutet, 2019. — 128 c. : Tabmn., wi. —
Pexxum noctyma: mo mommucke. — URL: https://biblioclub.ru/index.php?page=book&id=611084 . —
bubnuorp. B kH. — TeKcT : 371€KTPOHHBIH.

8. IEPEYEHbD ITPOI'PAMMHOI'O OBECIIEYEHUW S, THOOPMALIMOHHbIX
CITPABOYHbBIX CUCTEM U UHTEPHET - PECYPCOB, HEOBXOJUMBbIX IJI51
OCBOEHMUSA JUCIMITIJIMHBI (MOAY JIS1)

IIporpammHoe o0ecnieyenune

Ne HanmMeHoBaHue Onwucanue
1|Packet Tracer Packet Tracer — cuMynATOp CeTH Ieperadyu
TaHHbBIX, BbITycKkaeMbld pupmoii Cisco Systems.

HNuTtepHeT-pecypcebl, HHGOPMAIMOHHBIE H CIIPABOYHBIC CHCTEMbI

No HanmenoBanue Onucanue
IIT-nopran «Cepsep Mudopmarmonnsix |http://citforum.ru/
TeXHOJIOTHIT
2BupryanbHas akagemusi Microsoft https://mva.microsoft.com/
3Xpanunuiie T0KyMeHTaIlUN https://docs.microsoft.com/ru-ru/

MaiikpocodT a5 monb3oBaTenei,

azpabotunkoB 1 UT cnenmanncros.
Kypc Mo KOMIBIOTEPHBIM CETSIM https://www.asozykin.ru/courses/networks_onli
HAyaJIbHOTO YPOBHSI. ne
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9. TPEBOBAHUSA K MATEPUAJILHO-TEXHUYECKOMY W YYEBHO-METOJINYECKOMY
OBECHEYEHUIO JUCHUTIIMHEBI (MOJTYJIST)

[TomenieHus1, B KOTOPBIX POBOATCS 3aHATHS, IPEACTABISIFOT COO0H yueOHbIC ayIUTOPUU JIJISl TIPOBEICHHS
y4eOHBIX 3aHATUH. JlaHHBIE ayIUTOPUU OCHAIICHHBIC OOOPYMOBAHUEM M TEXHUYECKHMMH CPEICTBAMU
oOy4eHwUs.

Kommbrotepel,  MHPOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIC ~ CETH,  allapaTHO-NPOTPAMMHBIE |
ayJIMOBU3YaJIbHBIC CPEJICTBA, HAXOISIINECS B YUCOHBIX ayJAUTOPHUSIX:

- IEPCOHATBHBIA KOMIIBIOTEP UM HOYTOYK (ISl IPETO/IaBaTENsI) C BBIXOJIOM B CETh HHTEPHET;

- IPOEKTOP;

- aKKyCTUYECKasi CUCTEMa

- DKpaH JJIsl IPOCKTOPA;

- IOCKa MapKepHas (ydeHHYecKas J0CKa);

[TomernieHus Ui CaMOCTOSITEIBHON PabOThI 00YYAIOIIMXCSl OCHAIIICHBI KOMITBIOTEPHOM TEXHUKON U UMEIOT
BO3MOXXHOCTh IOAKTFOYCHUS K CETH MHTEPHET U 00SCIICUNBAIOT JOCTYII K AJIEKTPOHHON HH(DOPMAIIMOHHO-
00pa3oBaTeILHON Cpe/ie aKaJIeMHUH.

10. OBPA3OBATEJIBHBIE TEXHOJIOT'MA
B nporuiecce ocBoeHUS IUCHUIIIMHBI UCIIOIB3YIOTCS CIEAYIOLME 00pa30BaTeIbHbIE TEXHOIOIHH:
*  TexHosoruss KOMMYHMKaTHUBHOTO OOYy4YeHHs — HampaBieHa Ha (OpMHUpPOBaHUE KOMMYHHUKATUBHOU
KOMIIETEHTHOCTH CTYJEHTOB, KOTOpas sIBisieTcsl 0a30BOM, HEOOXOAMMOMN JUIsl aJanTaluid K COBPEMEHHBIM
YCIOBUSAM MEKKYJIBTYPHONH KOMMYHHKAIIUH.
* Texnonorus pazHoypoHeBoro (auddepeHupoBaHHOTO) 00YUEHUs — MPEANOIaracT OCYyIICCTBICHUE
[I03HABATEIBHOM JNEATEIbHOCTH CTYACHTOB C YYETOM MX MHIMBHYaJbHBIX CIOCOOHOCTEH, BO3MOXKHOCTEH
Y UHTEPECOB, MOOLIPSISI UX PEATU30BBIBATh CBOM TBOPUECKUM MOTEHIHAIL.
* TexHonorus MHAMBUIYAIHU3ALUN O0YUYEHHsS] — MOMOTAeT PEaTU30BbIBATh JINYHOCTHO-OPUEHTHPOBAHHBIN
MOJIXO/JI, YIUTHIBAsI MHAUBHUAYAIbHbIE OCOOEHHOCTH U NOTPEOHOCTH YHaLUXCSL.
*  TexHosoruss MOIYJIBHOTO OOYYEHHUS — MpeIyCMaTpUBACT JEJICHHUE COJEpXKaHWs JAUCHUIUIMHBI Ha
JI0OCTaTOYHO aBTOHOMHBIE pa3/ienbl (MOAYIIH ), UHTETPUPOBAaHHBIE B OOIIHIT KypC.
* UrpoBas TeXHOJIOTHS — IO3BOJIAET pa3BUBaThb HABBIKM PACCMOTPEHHUS psijia BO3MOXKHBIX CIIOCOOOB
pelieHus npobiaeM, akTUBU3UPYsI MBILUIEHUE CTYIEHTOB U PacKpbIBasi JIMUYHOCTHBIN MOTEHLHAT KaXA0Tro
o0yuaemMoro.
*  HudopmannonHo-kommyHukanuonusie texHojoruu (UKT) pacumpsior pamMku oOpa3oBaTeabHOro
mporiecca, TOBBbIIAs €ro  MPaKTUYECKyI0  HalpaBIEHHOCTb,  CIIOCOOCTBYIOT — MHTEHCH(HKAIUU
CaMOCTOSITENIbHON paboThl 00yyaeMbIX U MOBBIIICHNIO TO3HABATEIbLHOM aKTUBHOCTH

° Texuomorus TCCTUPOBAHUA — HCIIOJIB3YCTCA IJid KOHTPOJA YPOBHA YCBOCHHA JICKCHYCCKHUX,
rpaMMaTU4CCKUX 3HAHUU B paMKax pa3aciia Ha OIpCACIICHHOM 3Tallc 06y‘-ICHI/I$I.
® HpOCKTHaSI TEXHOJIOTHUA — OPHCHTHPOBAHA Ha MOACIUPOBAHHUE COLOHUATIBHOIO BSaHMOHeﬁCTBHH

00y4JaeMbIX C IEJIbI0 PEUICHUs 33a4H, KOTOpas OINpeJeNsaeTcsl B paMKax NMpo(ecCHOHaIbHOW MOArOTOBKU
CTYJCHTOB, BbLAENSAs Ty WIM HHYI MpeIMeTHyI0 o0iacth. lcronb3oBaHHe NPOEKTHOW TEXHOJOTUU
CIOCOOCTBYET peanu3aliii MEeXIUCIUILITMHAPHOTO XapaKTepa KOMIETeHIUH, popMupyromuxcs B mporecce
00yuYeHUs1 UHOCTPAaHHOMY S3BIKY.

* TexHonorus pa3BUTHS KPUTUYECKOTO MBIIUIEHUS — CIIOCOOCTBYET (POPMHUPOBAHUIO PA3HOCTOPOHHEH
JUYHOCTH, CIOCOOHON KPUTHYECKHM OTHOCUTHCA K HH(QOpPMAIMH, YMEHHI0 OTOMpaTh MHGOpPMAIUIO s
pELIeHNs] TOCTaBJIEHHON 3a/JauH.

Jlis TOBBIIIEHWS] MOTHBAIlMM W aKTUBHOCTH CTYJIEHTOB Ha 3aHATUSAX HCIIOJIB3YIOTCS TPYIIOBBIE,
MIPOEKTHBIE 3a/laHus, y4eOHble KOH(EpPEHIINH, TUCKYCCHH, POJIEBbIE UIPHl U T.JO., @ TaKkKe B CHCTEMY
ayTUTOPHON U camocTosTeNnbHOM padoTel BHeapsitoTest KT u coBpeMeHHble in(poBbIe pecypehl.
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JIMCT COI'JIACOBAHUA

No [Tonpaznenenue 015(0) [Toanuce Hata

1 [Kadenpa sxoHOMHKHT 0.B. 3y0koBa —_129.06.2021
2 [Kadeapa MuVYII E.B. MackaiikuHa 29.06.2021
3 |Kadenpa TEM] E.I1. Mackaiikux 29.06.2021
4 [Yuel. meron. oTaen M.O. [epssOndena " 29.06.2021
5 |bubnuoTteka [".B. [lInakoBa 29.06.2021
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