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1. HEJIb Y 3AJJAYYM M3YYEHUS JUCHOUTIIMHBI (MOJTYJIST)

ean:

CdopmupoBaTh 3HaHUS O NPHUHIIMIIAX OMACHOCTEH U YIrpo3, BO3HUKAIOIIUX B MPOLECCE Pa3BUTHSL

COBPEMEHHOTO
OTIACHOCTSIM.

Sagaun:

MH(POPMALIMOHHOTO

oOmiectea u

OBJIaJJCHHUC HaBbIKaMU HpOTI/IBOI[ef/'ICTBI/Iﬂ

1.copmupoBaTh y CTYI€HTOB MIPAKTHUYECKHE HABBIKH UCIIOJIB30BAHUS PA3TUUHBIX CIIOCOOOB PAaBOBOM
OXpaHbl CYIIECTBYIOIMX U BHOBb CO3/1aBae€MbIX O0BEKTOB UHTEIIEKTYaJIbHOW COOCTBEHHOCTH.

2.0CBOUTH OCHOBHBIE aCIIEKThI MHTETPALIMH NPaBa U MHPOPMALMOHHBIX TEXHOJIOTUH, OOIIIX BOIIPOCOB
IIPABOBOTO PETYIMPOBAHUSA HHPOPMALMOHHBIX TEXHOIOTUH.

2. TPEBOBAHUS K PE3YJIBTATAM OCBOEHUSA JUCHUIIJIMHBI (MOAYJIS1)

2.1 Ilmianupyemble pe3yabTaThl 00y4eHus! N0 JUCIHUIIIMHE

Nzyuenne quctuminabel MHGopManronHas 6€301macHOCTh HAaNpaBiieHO Ha (()OPMUPOBAHHE CIICTYFOIIIHX

KOMIIETECHIINH:

YHUBEPCAJIBbHBIX KOMIIeTEHIIMH 1 HHIAUKATOPOB UX NOCTUKCHUS

Kareropus
(rpymna) YK

Koa n
HAUMeEHOBaHHe
YHHMBeEpCaJIbHOM

KOMIIeTeHLMH

KO}I U HAUMECHOBAHUE HHAUKATOpAa I[OCTI/I)ReHI/Iﬁ yHHBepcaJIbHOﬁ
KOMIICTCHIIMH

PazpaboTka u

'VK-2 Ciocoben

YK-2.1. 3HaeT HeoOXoawMble Al OCYIIECTBICHHS MPO(ecCHOHATHHOM

peanu3anus ONPEIENATh KPYT NesATeNIbHOCTH MPaBOBBIe HOPMBL.. YK-2.2. YMeeT onpenenars KpyT 3a7ay|
[POEKTOB 3a/1a4 B paMKax B paMKax M30paHHBIX BHJOB MPOQECCHOHANLHONW JEATENbHOCTH,
[MOCTaBJICHHOM LIENHU U [[UIAHUPOBAaTh COOCTBEHHYIO JEATEIBHOCTh HMCXOAS W3 HMMEIOIINXCS
BBIOMPATH PECYpcoB;  COOTHOCHTh  IJIABHOE M  BTOPOCTENEHHOE,  pelaTh
ONTHMAaJIbHbBIE MOCTaBJICHHBIC 33]]a4d B paMKaxX W30paHHBIX BHJIOB MPOQEeCCHOHANBHON
CHIOCOOBI UX pemeHus, jrestensHocTi.. YK-2.3. lMeer npakTHUECKHH OMNBIT NPUMEHEHHS]
McXons U3 MOHATHH O JIOTUKE, KOMIIO3UIMH, >KAHPE BBICKA3bIBAHUM Pa3IUYHBIX
MEeNCTBYIOIINX TUTIOB, NMPUMEHEHHsT HOPMATHBHOM 0a3bl M pelieHusl 3aja4 B 00JIacTH
[IPaBOBBIX HOPM, M30paHHBIX BUJIOB MPOPECCHOHANBHON JICATETFHOCTH. .
MMEIOIIUXCS] PECYPCOB
1 OTpaHUYEHUM.
I'paxnaHckas 'YK-10 Criocoben VK-10.1. 3HaeT npu4MHBEL, NPHU3HAKK U MOCIEACTBHSA KOPPYNLHUOHHOTO
[O3ULUS (hopMupoBaTh nmoBeneHus.. YK-10.2. YMeeT BBISABIATh NMPHU3HAKH, MPUYUHBI U YCIOBUS
HETEPIINMOe BO3HMKHOBEHHSI KOppymnuuoHHOTo moBeaennd.. YK-10.3. Braneer
OTHOILIEHUE K METOJJaMU HEUTPATU3aii KOPPYIIIMOHHOTO TIOBEJICHMSL. .
KOPPYIIIHOHHOMY
[1OBEJICHHUIO.
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OﬁllleﬂpO(l)eCCI/IOHaJILHLIX KOMIIeTeHIU 1 HHAUKATOPOB UX NOCTUKCHUA

Koa n
Kareropus HAUMEHOBaHHE Kon u HauMeHOBaHNEe HHANKATOPA AOCTHKEHUH YHHBEPCAIbHOMN
(rpynna) OIIK YHHMBeEpCaJIbHOM KOMIIETEHIIUH
KOMIETEeHIIHHU
Opraam3armordo- [OIIK-3 Crocoben OIIK-3.1. 3HaeT MPUHITUIIEI, METOILI M CPEICTBA PEIICHUS CTAHIAPTHHIX|
VIpaBJIeHUYECKHE  [pemiaTh CTaHAAPTHHIE [3a7a9 Mpo(ecCHOHAIHHON AESITeTFHOCTH Ha OCHOBE MH()OPMAIMOHHOHN |
3a1aun Oonbnuorpaduueckoil KyJIbTyphl C TNpUMEHEHHEM HH()OPMAIMOHHOA
MpoecCHOHaNbHONH [KOMMYHHUKAIIMOHHBIX TEXHOJOTHH M C Y4€TOM OCHOBHBIX TpeOOBaHUA
MesTeILHOCTH Ha nHpopmarmorHon 6e3omacHocTH.. OIIK-3.2. YMeeT pemaTh cTaHAApTHEIC
OCHOBE 3agauu Npo(ecCHOHAIBHON ESTeTLHOCTH Ha OCHOBE MH()OPMAIIMOHHOH 1

MHPOPMALMOHHON B [OMONMHOrpaduuecKkoil  KyJIbTYpbl C NpUMEHEHHEM HH()OPMAIMOHHO-
OonbrorpadnIeckoil [KOMMYHUKAIIMOHHBIX TEXHOJOTHH W C YY4eTOM OCHOBHBIX TpeOOBaHU

KYJTBTYPHI C uHpopMarmonHoir  6ezomacHoctu.. OIIK-3.3. Brnageer HaBbikamy
MPUMEHEHUEM MOArOTOBKM 0030pOB, aHHOTAIMH, COCTaBlIeHHA pedepaToB, HayYHBIX
MH(GOPMAITMOHHO- ITOKJTa 0B, My OJTMKATTHIA, u oubnmorpaduu 1o Hay4YHO-|
KOMMYHHKAIIMOHHBIX [MCCIIE0BATEILCKON padoTe ¢ ydeTtoM TpeGoBaHHN HWH(OPMAIOHHONW
TEXHOJIOTHI U C 0e30MacHOCTH. .

[Y4E€TOM OCHOBHBIX

TpedoBaHUit

MHPOPMATHOHHON

0e30MacHOCTH.

2.2. Pe3yabTaThbl 0CBOEHUS 00pa30BaTEIbLHON MPOrpaMMbl:

B PE3YIbTATC U3YUCHUSA JUCHUIIIMHBI CTYACHT OJOJIKCH:

3HATh:

YMmerh:

1.3akoHomarenbcTBO 00 HMHPOpMaMOHHbIX TexHonorusx (UT), crpykTypy uH(pOpMalnOHHOTO
3aKOHOJIaTeNbCTBA, 3aKOHOAaTenbcTBO 00 UT B cucteme
3akoHozaTenbcTBa Poccnu, nonarue oo0bexToB npasa UT, noustue cyobexkToB npasa UT.
2.3HayeHne MHGQOpManmMM B Pa3BUTUUM COBPEMEHHOIO0 HMH(POPMALMOHHOrO oOuiecTBa H
BO3HUKAIOIIIKE, B CBSI3U C 3TUM; OIIACHOCTHU U YTPO3bl; CTAaHAAPTHI HH(OPMALIMOHHON
0€30IMacCHOCTH.

1.ananu3upoBaTh MPaBOBYID CUTyalur B uH(OpManMoHHOW cdepe, Bbiaenss o001acTh
MH(OPMALIMOHHBIX TEXHOJIOTHH.

2.yMeTh pa3dupaTbCsi B MPOCTEHIINX MPABOBBIX CHUTYallMsAX, COCTABISATh M aHAIW3UPOBATH
ABTOPCKHE JIOTOBOPHI.

3.co0moaTh OCHOBHBIE TpeOOBaHUS HH(POPMAIIMOHHON O€30MacHOCTH, B TOM YHCJE 3allUThI
rOCyIapCTBEHHOW TANHBI.

4.0pHEeHTUPOBAThCSI B CHCTEME 3aKOHOJATENhCTBA W  HOPMATHUBHBIX MPABOBBIX  AKTOB,
periiaMeHTUPYIONUX cepy HHHOPMAITMOHHOM 0€30MTaCHOCTH.

5. UCTIONIL30BaTh NIPABOBLIE HOPMBI B TPOGECCHOHATBHON U OOIIECTBEHHOM IeATETHHOCTH.

Baanerb (HABBIKH M/MJIM ONBIT 1€ATEJILHOCTH):

1.HaBBIKaMU aHaIH3a MMPABOBBIX CHTYallMi B 00JaCTH HHPOPMAIIMOHHBIX TEXHOJIOTHH.

2.HaBBIKAMU COCTaBJICHUS M aHaIM3a aBTOPCKUX JOTOBOPOB M JIMLEH3UH K MPOrpaMMHOMY
00€CIEeYeHHIO.

3.MeToaaMu obecriedeHns HHPOPMAIIMOHHON 0€30MMacHOCTH.

4. HaBBIKAMH TTOWCKA HEOOXOIMMBIX HOPMATHBHBIX U 3aKOHO/IATEIIEHBIX TOKYMEHTOB.

5.HaBBIKAMU PAa0OTBI C HOPMATUBHBIMM W TPAaBOBBIMH JIOKYMEHTaMH B Mpo(dhecCHOHAIbHOM
JIeATEIIEHOCTH.
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3. MECTO JUCHUILIMHBI (MOYJISI) B CTPYKTYPE OBPA3OBATEJIBHOM
ITPOI'PAMMBbI

JlucumIuinHa OTHOCHTCS K JAMCHUIUIMHAM 00S3aTebHON YacTu HampasiieHus noarotoBku 09.03.03
[Tpuknannas nadopmaruka npoduias "KoprnoparuBHbie ”HGOPMAIIMOHHBIE CUCTEMBI'".

4. OFbEM JUCHUILIAHBI (MOYJIsI) U BUJbI YYEBHOM PABOTHI

Bcero yacos
OGbeM MMCIHIIHHEL Jnst ounoM Has OHHO- Jns 3aouHOM
dhopmbl 3a04HOU (OPMBI dhopmbl
00y4eHus 00y4eHust o0yueHus
O01asi TPy10€eMKOCTb IMCUMILUIUHBI (32a4eTHBIX 3/108 0/0 3/108
eIMHHUI/9aCOB)
KonrakTHasi pa6oTa — ayIuTOPHbIE 3aHSITHSI: 56 12
Jlexmuu 18 4
CeMHHapbl, IPAKTUYCCKUEC 3aHATHUS 36 8
KoHnTakTHas paboTa (3a4er, 3K3aMeH, KypcoBas 5
abora)

CamMocTosiTenbHast paboTa 00y4Jaronierocs 52 92
[IpoMekyTOUHas aTTecTaluus 4
By npoMeXyTOYHOM aTTecTaluu 3auer 3auer

5. COAEP KAHUE JUCHUIIJIMHBI (MOAYJIA)
5.1 Conep:xanue TMCUMILIAHBI (MOTYJIs1)

Tema 1. BBenenue B uHGOPMAIHOHHYI0 0€30IACHOCTb.
Nudopmannonnas 6e3onacHoctb. OcHOBHBIE MOHATHA. Monenn uHGOpMaIMOHHON Oe30macHoCTH. Buabl
3amuinaeMon nHpopmaium.

Tema 2. IlpumeHenne MHGOPMALMOHHBIX TEXHOJIOTHH I M3yYeHHS] BOIPOCOB OPraHHU3alHOHHO-
NPaBoBOro obecnedeHnss HHPOPMANMOHHON 0€30I1aCHOCTH.

Hcnons3oBanne 0a3 JaHHBIX JId HaxXO0XICHHA W HU3Y4YCHHA HOPMATHBHBIX JOKYMCHTOB B o0OJacTu
MH(POPMALMOHHOM 6€30MacHOCTH

Tema 3. [IpaBoBoe obecnneyeHue MHPOPMAIMOHHOM 0€30MIACHOCTH.
OcHOBHBIE HOpPMaTHBHO-TIPAaBOBbIE aKThl B 00JacTH WHGPOpPMALMOHHOM Oe3omacHocTh. [IpaBoBbIe
0COOEHHOCTH oOecrieueHus: 6e30MacHOCTH KOH(UACHIIMATEHOW HH(OPMALIMK U TOCYIapCTBEHHOM TallHBI.

Tema 4. Ucnosib30BaHue KPUNITOrPaQUYECKUX CPEACTB 3alUThI HH(pOpMannu.
Co3nanue 3ammppoBaHHBIX (HANIOB M KPUNITOKOHTEHHEPOB U UX paciiudpoBaHue.

Tema 5. OpranusanuonHnoe odecnevyeHne HHPOPMALMOHHOM 0€30IIaCHOCTH.
OcHoBHbIE cTaHAapThl B obOmacT oOecneyeHuss uHGopMannoHHONM Oe3zomacHocTu. [lonmuTuka
6e30macHOCTH. DKOHOMHUYECKasi 0€30MacHOCTb MPEAPUSATHSL.

Tema 6. Peanuzauus padorsl HHPPACTPYKTYPBI OTKPBITHIX KJIIOYeH.
CozaHue ymOCTOBEPSIOLIErO IEHTPA, TIEHEpaluus OTKPBITBIX M CEKPETHBIX KIIOYEH, CO3J1aHue
CEepTHU(PUKATOB OTKPBITBIX KIIOUEH, CO3/IaHNE MIEKTPOHHON MOAMKUCH, TPOBEPKA FIEKTPOHHOMN MOIIHCH.

5
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Tema 7. Texuuuyeckue cpeaAcTBa U MeTOABI 3AIUTHI HHPOPMALIUH.
HNmxenepHas 3amuTa 00beKTOB. 3anuTa HHOOPMAITUU OT YTEUKHU 10 TEXHUYECKUM KaHajIaM.

Tema 8. CpencrBa creranorpadum ajs 3ammThl HHGOPMAaLMH.
Vcnonb3oBanue cpencTB creranorpaduu ass 3amuTsl (ainos.

Tema 9. IIporpamMHo-annmapaTHble CpeACTBA W MeTOAbl olecriedyeHusi WHQOPMALMOHHOI
0€e30MmacHOCTH.

OCHOBHBIC BHUJbI CCTCBBIX U KOMHBIOTepHBIX yI‘pOS. Cpel[CTBa U METOAblI 3alllUTBI OT CCETEBBIX
KOMITHIOTEPHBIX YTPO3.

Tema 10. HacTpoiika 0e30macHOro ceTeBoro coeMHeHus.
Cozanue 3alMIIEHHOrO KaHajla CBsI3U CPEACTBAaMHU BUPTYAJIbHOM YaCTHON CETH.

Tema 11. Kpunrorpaguyeckne MeTobl 32U THI HHGOPMAaLNH.
CuMMeTpHYHBIC U aCCUMETPUYHBIE CUCTeMBI mu(poBanus. Lludpossie moanucu (DIEeKTPOHHBIE TOAUCH).
WNudpacTpykTypa OTKpHITHIX Kitoueil. Kpunrorpadguueckue mpoToKoibl.

Tema 12. AHTUBHPYCHBIE CPeACTBA 3alIUTHI HH(OPMALIUH.
W3yuenne HaCTpOEK CPEJICTB AHTUBUPYCHOM 3aIIUTH HH(OPMAIIH.

5.2 Pa3nenbl/TeMbl JUCHMILUIMHBI, HX TPYA0E€MKOCTb U BU/AbI 3aHSATHI
OO0masi Tpy10eMKOCTb U3y4YeHHsl JUCHUILTUHBI 10 y4eOHomy miiany: 3.E. (uacoB) 3/108

®dopma 00yueHus: OUHAs Bua xontponst:  3auer
— 5 a
S = = 2
— = w ) = < =
> | £ | £ |EE|ge| |22
~ = o)
Ne HaumenoBanue TeMbl 51 g £ 25 58 5 g 2
m () E = ] [ = O g
= z SE| 8= = = E
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1lTema 1. Benenue B ”HPOPMAMOHHYIO YK-2
0€30I1aCHOCTb. 8 1 3 4 YK-10 | JI.1-7
OIIK-3
2[Tema 2. [IpumeneHne HHOPMAITHOHHBIX VK-2
TEXHOJIOTHH JJIsl N3yYEeHHUS] BOIIPOCOB ) )
OpPTaHHU3aIIOHHO-TIPAaBOBOTO 00ECTIEYECHUS 8 ! 3 4 YR-101 JL1-7
. OIIK-3
MHPOPMAIMOHHOW 0€301aCHOCTH.
3Tema 3. [IpaBoBoe obecneyeHne YK-2
nH(OpMaMOHHO Oe30macHOCTH. 8 1 3 4 YK-10 | JI.1-7
OIIK-3
4Tema 4. Vicnionp30BaHme YK-2
KPUNTOTPahUIECKUX CPEICTB 3aIIUTHI 8 1 3 4 YK-10 | JI.1-7
mHbopMaLuH. OIIK-3
S[Tema 5. OpranuzanmoHHOe o0ecrieueHre YK-2
HH(POPMAITMOHHOW 0€30I1aCHOCTH. 8 1 3 4 YK-10 | JI.1-7
OIIK-3
6/Tema 6. Peanmzarust paboTbl YK-2
MHQPAaCTPYKTYPBI OTKPBITHIX KITIOYEH. 8 1 3 4 YK-10 | JI.1-7
OIIK-3
7|Tema 7. TexHuueckue CpeCcTBa U METOIBI VK-2
3alIUTHI HHPOPMALIUH. 9 2 3 4 VK-10 | JI.1-7
OIIK-3
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8[Tema 8. Cpenctpa cTeranorpaduu s YK-2
3anuThl HHGOPMAIIUH. 9 2 3 4 YK-10 | JI.1-7
OIIK-3
9Tema 9. [IporpaMMHO-anmmapaTHEIEe CpEACTBA YK-2
11 METOIBI 00ecTIiedeHNsT MHPOPMAITHOHHON 9 2 3 4 YK-10 | JI.1-7
0e30MacHOCTH. OIIK-3
10Tema 10. Hactpoiixa 6e30macHOTO CETEBOTO YK-2
COeTMHEHUSL. 11 2 3 6 VYK-10 | JI.1-7
OIIK-3
11Tema 11. Kpunrorpaduueckue MeTo1s1 YK-2
3anuThl HHGOPMAIIUH. 9 2 3 4 YK-10 | JI.1-7
OIIK-3
12Tema 12. AHTUBUpYCHBIE CPECTBA 3AIHUTHI YK-2
nH(OpMaLH. 11 2 3 6 YK-10 | JI.1-7
OIIK-3
13KoncynpTanuu (KOHTAKTHAsI) 2 2
141 TpomexyTouHas aTTecTanus (4acoB)
Bcero yacos 108 18 36 2 52
dopma 00yueHHs: 3a09Has Bun kontponst:  3auer
~ g =
— E w 3 = s 3
- | E| § |E5|Ez| 5|22
Ne HanMeHOBaHHUE TEMBI g g2 = 45 583 5 g 8
o) 9 = > 2 S = s
= () o E 2 o = = hé
© 5<| = S | 5 3
i ) 8
lTema 1. BRenenue B ”HPOPMALIMOHHYIO YK-2
0€3011aCHOCTb. 8 1 7 YK-10 | JI.1-7
OIIK-3
2Tema 2. [lpumeHeHne HHPpOPMALIMOHHBIX VK-2
TEXHOJIOTHH JJIsl U3y4YEHHUS BOIIPOCOB 8 1 7 VK-10 | J1.1-7
OpraHU3al[IOHHO-IIPABOBOTO 00ECIIeYEeHUs!
o OIlK-3
MHQOPMAIMOHHON 6€301aCHOCTH.
3[Tema 3. [IpaBoBOE OOecIeueHUE YK-2
MHPOPMAMOHHOW 0€30T1aCHOCTH. 8 1 7 VYK-10 | JI.1-7
OIIK-3
4Tema 4. Ucnonp3oBaHue YK-2
KpUNTOTPaQUIECKUX CPEICTB 3aIIUTEI 8 1 7 VYK-10 | JI.1-7
MHPOpPMAIIIH. OIIK-3
S[Tema 5. OpranuzanimoHHoe o0ecrieueHre YK-2
nH(QOpMaMOHHO Oe30macHOCTH. 9 1 8 YK-10 | JI.1-7
OIIK-3
6[Tema 6. Peanu3arust pabOThI YK-2
MH(PACTPYKTYPBI OTKPBITHIX KIFOYECH. 9 1 8 YK-10 | JI.1-7
OIIK-3
7|Tema 7. TexHuueckue CpeCcTBa U METOIBI VK-2
BamuThl HHGOPMAIIHH. 9 1 8 YK-10 | JI.1-7
OIIK-3
8Tema 8. CpezncrBa creranorpaduu s YK-2
3alIUTHI HHPOPMALIUH. 9 1 8 VK-10 | J1.1-7
OIIK-3
9Tema 9. IIporpaMMHO-ammapaTHbie CPEACTBA YK-2
1 METOJIbI 00ecTIedeHUsT MHPOPMAITMOHHOK 9 1 8 YK-10 | JI.1-7
0e3omacHoCTH. OIIK-3
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10Tema 10. Hactpoiika 6e30macHOro ceTeBoro YK-2
COEIHEHUSL. 9 1 8 YK-10 | JI.1-7
OIIK-3
11Tema 11. Kpunrorpaduyaeckiue MeTOI5I YK-2
BamuTE HHPOPMALIHH. 9 1 8 VYK-10 | JI.1-7
OIIK-3
12Tema 12. AHTHBHpYCHBIC CPEICTBA 3AIIHUTHI YK-2
MHQOPMAIIIH. 9 1 8 YK-10 | JI.1-7
OIIK-3
13KoHcynbrauny (KOHTaKTHast)
14MpomexyToUuHast aTTecTaIus (4acoB) 4 4
Bcero wacos 108 4 8 4 92

6. MIEPEYEHb YYEBHO-METOJMYECKOI'O OBECHEYEHMSA 1151 CAMOCTOSITEJLHOM
PABOTBI OBYYAIOLUXCS MO JUCUUIIIMHE (MOAY.JTIO0)

CamocrosTenbHas padoTa BKJIIOYAET CIEIYIOLINE €€ BUIbL:

- U3yYEHHUE TEM CaMOCTOSITEIILHOMN MMOATOTOBKH 110 Y4€OHO-TEMAaTHIECKOMY TUIaHY;

- CaMOIIOJrOTOBKA K NMPAKTUYECKUM M JAPYTMM BUAAM 3aHSATHH — pacyeTHO-aHAIUTHYECKas padoTa 1o
VH/IMBUAYyAIbHOMY Y4€OHOMY 3aJaHHIO;

-caMOCTOsTeIbHas paboTa ciaymaTesel Ipyu MOJArOTOBKE K UTOTOBOMY TECTHPOBAHHUIO.

Otu BuJbl pabOT MpeANonararoT:

- CaMOCTOSATENNbHYIO paboTy ciymiarens B Ou0InoTeKe;

- U3yYEHHUE MaTepUAIIOB CIICIUATTM3NPOBAHHBIX CAITOB 10 TEMaM JUCIHUILIMHEI B ceTH VIHTEpHET;

- U3y4YCHHE DJICKTPOHHBIX yYEOHBIX MATEPUAIOB (JIEKTPOHHBIX YYEOHHKOB, METOANYECKUX MATEPHAIOB,
Ipe/icTaBlIeHHbIX Ha caiite YpCOUN);

3agaHus Ui CaMOCTOSITeNIbHON paboThI cilymaTesneil BKIIOYaroT B ce0st:

- BBHINIOJIHEHUE TECTOBBIX 3a/aHUI, Pa3MEUICHHBIX B TporpaMMHON o0ojouke Moodle — mo Ttemawm,
BBIHECEHHBIM Ha CAMOCTOSTENIbHOE U3YUCHHE;

- IOJIrOTOBKA JIOKJIAJ0B TI0 OT/EJIBHBIM BOIIPOCAM Kypca.

VYKazaHus M 33/aHUsl 10 CaMOCTOSATENBHOM paboTe BBIAAIOTCS Ha NMPAKTUYECKHX 3aHATHSIX C YYETOM
WH/IMBUAYAILHOTO YPOBHSI OCBOSHHS MaTepralia CIIyIIaTeIIsIMH.



PABOYAS ITPOI'PAMMA JJUCHUITJINHBI

Ilepeyennb BOpPoOCOB /11 CAMOCTOSITEIbHOI padoThl

Ilenu rocynapctBa B o0nacti obecnedeHus: MUHGOpMaMoHHON 0€30aCHOCTH.

OcHOBHBIE HOpMAaTUBHBIE aKThl PD, CBA3aHHBIE C TPABOBOM 3aIIUTON HH(POPMAIIHH.

Bupl KOMIIBIOTEPHBIX PECTYIUICHUH.

Crioco0Obl 1 MEXaHU3MBbI COBEPIICHHS HH(POPMAIIMOHHBIX KOMITBIOTEPHBIX PECTYIUICHUH.
OcHOBHBIE TapaMeTpbl ¥ YepThl UHPOPMALIMOHHON KOMIIBIOTEPHOU IpecTynHOCTH B Poccun.
KomnbrotepHslii Bupyc. OCHOBHBIE BH/IbI KOMIIBIOTEPHBIX BUPYCOB.

MeTobl 3alUTHl OT KOMIIBIOTEPHBIX BUPYCOB.

THUIBI aHTUBUPYCHBIX IPOTPaMM.

9. 3amuThl OT HECAHKLIMOHUPOBAHHOI'O A0ocTyna. MnenTudukanys u ayreHTuUKaus 10J1b30BaTes.
10. OcHOBHBIE YTpO3bl KOMIBIOTEPHOU O€30MacHOCTH U padoTte B ceTu MHTEpHET.

11. Bunpl 3amumniaeMoit HHGOpMAaIIUH.

12. T'ocynapcTBeHHas TailHa Kak 0coObIM BUJ 3allMaeMOi HH(POpMaIUH.

13. Kondunennuanbuas nHGOpMAIIHS.

14. Cucrema 3a1IUThl TOCYAapCTBEHHOM TallHBI.

15. [IpaBOBOI1 pe’KUM 3aIUTHI TOCYAAPCTBEHHOW TalHBI.

16. 3amuTa UHTEIJIEKTYaIbHOM COOCTBEHHOCTH CPE/ICTBAMHU IMTATEHTHOT'O U aBTOPCKOTO IpaBa.
17. MextyHapoAHOE 3aKOHO/1aTeJIbCTBO B 00JIACTH 3aILUThl HH(POPMALUH.

18.  IlporpammHo-ammapaTHble  cpeacTBa  obecrneueHuss  UHOpMAIMOHHOW  O€30MacHOCTH B
MH(POPMALIMOHHBIX CETSX.

19. CummMeTpudHbIE IUQPHI.

20. AccumeTpuyHbIe MUQPHI.

21. Kpunrorpadudeckre mpoTOKOIIBI.

22. Kpuntorpapuueckne xemn-()yHKIHH.

23. DneKTpoHHas MOAHCH.

24. Opranu3zanoHHoe obecreyeHne HH(HOpMaMoHHONH 6€30MacCHOCTH.

25. Cnyx0a 6€301acHOCTH OpPTraHU3alINN.

26. MeTo/b! 3a1IMTHl MHPOPMALIMU OT YTEUKH B TEXHUUECKUX KaHaJaX.

27. ImxeHepHas 3al1MTa U OXpaHa 00BEKTOB.

PN R WD

Tema 1. BBegenne B mnHpOpManuOHHYI0 0€30IACHOCTD.

Bonpocs! pis guckyccum

Yro Takoe nH(pOpMaIMOHHAs OE30MIaCHOCTH?

2. [lepeuncnure OCHOBHBIE YTrpo3bl HH(OpMaIIMOHHOK Oe3onacHoCTH. 3. Kakue cynecTByroT MoieH
nH(pOopMallMOHHON Oe30macHoCcTr?

4. Kakue MeTo/1bl 3a1uThl HH()OpMaIK BbIIEISIOT?

5. YTo Takoe mpaBOBbIE METO/bI 3aIIUTH HHPOPMAIIH?

6. UTo Takoe opraHu3aiOHHbIE METO bl 3aLIUTHI HH(pOpMAIN?

7. YTo Takoe TeXHUYECKUE METObI 3alIUThl HHOpMauu?

8. Uto Takoe nmporpaMMHO-anmnapaTHble METO/IbI 3alUThl HHpOpMaun?

9. Uro Takoe kpunrorpaguiecKkue METOIbI 3alUThl HHGOPMAITHH?

10. Yro Takoe puznueckre MeTo bl 3aIUThl HHPOPMALIUU?

11. Kakue rinaBHble rocyJapCTBEHHbIE OpraHbl B 00JacTH odecriedeHus: HHPOopMaIMOHHOM O0e3onmacHOCTH?
12. Tlepeurcnute BUIBI 3aIIMIIIAEMON HHPOPMALIHH.

Tema 2. I[IpumeHenne MHGOPMANMOHHBIX TEXHOJIOTHH VI M3y4YeHHS] BOIPOCOB OPraHU3ALMOHHO-
NpaBoBOro odecrnevyeHnsi UHGOPMAMOHHOI 6€30MACHOCTH.
IIpakTuyeckue 3aaHus



PABOYAS ITPOI'PAMMA JJUCHUITJINHBI

Ha ocHOoBe npeqIokKEHHOIO OMNMCAHUS MPEANPHUATHS M HU3YYEHHONH HOPMATHUBHO-PACHOPSAIUTEIBHON
JOKYMEHTaluu B obOyactu obecriedeHuss MHPOPMAIMOHHOM 0€30MacHOCTH, TpyMMe CTYAEHTOB Mo 2-3
4eJoBeKa HeoO0XoauMo pa3paboTarb OOOOIIEHHYIO TOJUTHUKY OpraHW3allMd CHCTEMBbl  3aIIUTHI
MIEPCOHAJIBHBIX JTAHHBIX HPEIPUATHUSA.

Tema 3. IlpaBoBoe o0ecnieyeHne MHPOPMAITMOHHOI 0€301ACHOCTH.

Bonpocs! s guckyccumn

1. IIpaBo. McTounuku npara. 2. Kakue oCHOBHBIC 3aKOHBI B 001acTH 3anuThl HHGopmaiuu B PD?

3. Ilepeuncnute OCHOBHBIE 11eNU 1 3a1aun PO B o0nactu obecrieuenuss HHGOPMAITMOHHON 6€30MaCHOCTH
4. Ctparerus HalIMOHAIILHOM Oe3omacHOCTH. JlokTprHA MHGOPMAIIMOHHON O€301TaCHOCTH.

5. Yto Takoe KoH(puaeHIMANbHAs HHpOpMaIus?

6. Uto Takoe nepcoHajbHbIC TaHHBIC?

7. B kakux ciaydasx BO3MOKHO UCIOJIb30BaTh IEPCOHAIIbHBIE JaHHBIE O€3 coryiacus o0nanarens?

8. OxapakrepusyiiTe OMOMETpUYECKUE TaHHbIE KaK epCOHANIbHBIE TaHHbIe. 9. UTo Takoe
npodeccruoHanbHas TaitHa?

10. Yto Takoe cinykeOHas TaiiHa?

11. Yro Takoe komMmMepueckas TaitHa?

12. YUto Takoe pexuM KOMMEpPUYECKOUN TalHbI?

13. Yto Takoe rocyaapcTBeHHas TaiiHa?

14. OnuiuTe TpaBoBOM pexuM rocyaapcTBeHHOM TaHbl. 15. @3-149. 16. ©3-152. 17. ©3-98. 18. O3-
390. 19. ©3-395-1. 20. ©3-126. 21. ®3-374 u ®3-375. 22. [locraHoBnenue npaButenbeTBa Nel119.

Tema 4. Ucnonb3oBanue kpunrorpagpuuecknux cpeacTs 3allMThl HHPOPMALMH.

IIpakTHyeckue 3agaHus

CryneHTaM  HEOOXOAMMO  BBINOJHUTH  cileayroniee — pabodee  3afjaHME€  UCIOJIb30BAaHUEM
kpuntorpaduueckoro mnporpammuHoro GnuPG mox ympaenenuem OC Linux Mint/Windows 7: 1.
Crenepupyiite mapy kiatoued (myOnuunblii, mpuBaTHbIM) mo Ttuny «DSA and ElGamal» nox umenem
userl.92. IIpoBepbTe KOPPEKTHOCTh XapaKTepUCTUK Kirouel.§3. 3ammdpyiite 0ObIYHBIN TEKCTOBBIN (aiii
Ha OTKpPBITOM KIIOYe mnosb3oBarens userl. 3atem pacmmdpyiite ero.f4. Iloanumure paHee co3gaHHBIN
TeKCTOBbIM (aiin u mpocMotpute ¢aitn ¢ uudpposoil noanuceo.45. M3menure coaep>xuMoe TEKCTOBOTO
(aiina u poBepbTe MOMIMHHOCTH UbpoBoi moamucu.96. Cosznaiite apxus (tar —cvf) U cozmaiite as
Hero uudposyro noamnuce.f7. IlpoBeppTe moMHHOCTG HU(PpPoBOH moamucu apxuBa.f8. Coznaiite B
Karajore /mnt mojkaraior co coed ¢amuinnen.g9. DKCIOPTUPYWTE B CO3/JAaHHBIM KaTajor CBOM
oTkpbIThil KI104.410.  CreHepupyiiTe Takke CBOM Kiroud, HO nox mmeHem user2.f11. M3 karanora
/mnt/®UO_cTyneHTa UMNOPTHPYHTE OTKPBITHIM Kiatou userlfl12. VYOeaurech, 4To Koy J0OaBHICS K
BaleMy Habopy OTKpbIThIX Kiroueil.g13. 3ammdpyiite filel mias monp3oBaTens userl U coxpaHure ero B
mupextopun /mnt/OUO_crynenta.14. 3ammdpyiite u noanummure file2 ans monszoBatens userl.g15.
[TommpoOyiite pacmudposats filel.asc u file2.asc mpu momomm kimroua user2.J16. Ilepeitaure B ceanc
userl u pacumdpyiite filel u file2.917. IloaroroButs oT4YET O MpOAETaHHON padoTe.y

Tema 5. Opranu3zanuonHoe ooecnevyeHue MHPOPMALMOHHOMH 0€30IIACHOCTH.
Bomnpocsl quist AucKyccuu
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PABOYAS ITPOI'PAMMA JJUCHUITJINHBI

1. Kakue ocHOBHBIE MEX/TyHapOAHbIE CTAaHIAPTHI B 001acTH HH(POpMATMOHHON O6e30nmacHOCTH?

2. "Opamxesas kaura" 3. ISO/IEC 15408. 4. Kak cBs3aHbl MEXIyHAPOIHBIC CTAHIAPTHI U cTaHIapThl PD?
5.TOCT P ICO/M3K 27002-2012. 6. TOCT P UCO/M3K 27005-2010. 7. CTO BP MBbC-1.1-2007.
«Aynut undopmarnmonHoi 6e3omacaocty. 8. PC BP UBbC-2.2-2009. «Metoauka O1eHKH pUCKOB
HapyueHus nHpopMaoHHo# 6e3omacHocTiy. 9. Ilpukaz @CB Ne378. 10. ITpukaz @CTIOK Ne21. 11.
[Tpukaz ®CTIK Nel7. 12. ITpuxaz @CTIK Ne3d1. 13. IIpukaz @PCTIK Ne28. 14. TIpukaz DCTIK Ne638.
15. Ilpuka3z ®CTIK Ne9. 16. IIpukaz ®CTIK Nel19. 17. Ilpukas I'ocrexxomuccuu Nel14. 18.
PykoBoasuue nokymeHnTtsl ['octexkomuccuu. 19. Mepsl 3amnThl HHGOPMALIUU B FOCY1apCTBEHHBIX
uHpopmannoHHbIX cucreMax. (Meroanueckuit nokyment @CTIK). 20. Uro Takoe moimTuka
6e3omacHocTu?

21. Ciyx6a 6e3omnacHocty npeanpuarusi. Ctpykrypa. @ynkmiuu. 22. TUIOBast HHCTPYKIUS COTPYTHUKA 110
obecrieyeHnto nHPOPMaLMOHHOM Ge3omacHoCTH. 23. DKoHOMHUECKas pa3Beka. [IpoMblieHHbII
HIMTAOHAXK

Tema 6. Peanimzanms padoTbl HHPPACTPYKTYPbI OTKPBITHIX KJII0Yeil.

IIpakTHyeckue 3agaHus

CrynenraM He0OXOAMMO BBIIIOJIHUTH ClIeAyolIee pabouee 3aaHne UCIOIb30BAaHUEM KPUITOTpaprIeCKOn
o6ubnuoreku OpenSSL nmox ynpanenuem OC Linux Mint/Windows 7: 1. YcrtanoButs OpenSSLY2.
Hactpouts CK3U (ucnpaButs ¢aiin openssl.cnf)]3. IloaroroButs okpyxenuey4. CdhopmupoBathb
3aKpbIThid Kitou  YIIYS. ChopmupoBats 3ampoc Ha ceptudukar YL[. Ilpu stom ucmnonabp3oBaTh
crenyromyto uHpopmanuio:y  Country: RUY  State: ma Bam BeibopY  Locality: Ha Bamr BwIOODPY
Orgainiztion: Ha Bam BeIOOpY Organization Unit: Ha Bam BeiOopYy Common Name: &lt; Bamra ®amumus
u Nmsa&kgt; CA 19 Email: &lt; Bam e-mail&gt;6.  BwimyctuTsh camononnucanusiii cepruduxar Y 1Y[7.
CcdhopMmupoBaTh KIIFOUH, 3aIIPOCHl Ha cepTU(UKAT U cepTU(UKATHI HE MeHee yeM IByMY8. IOoJIb30BaTENIsAM.
B kadecTBe MMeH mMoONB30BaTeNe PEKOMEHIYETCS WCIOJIh30BATh BBIMBIIUICHHBIE,Y9. HO OCMBICICHHBIC
umena.J10. Oro3BaTh 0J1uH U3 cepTUdHUKaTOB noabs3oBareneil.J11. CdhopMupoBaTh CIUCOK OTO3BAaHHBIX
ceprudukaroB.§12. Co3ngaTh HOKyMeHT (hopmaTa .tXt U HAMOJHUTH €ro JaHHBIMU. [10TydUTh OTKPBITHIMA
kmou a9 13. CEKpETHOro KJIK4Ya MOJb30BaTeNs, CO3JaHHOIO B XOJI€ BBINOJHEHMS MpeblAyIIei
pabote.y14. CdopmupoBaTs moaAnuch co3gaanHoro Ha mare 10 mokymenta.f15. I[lpoeputs moamnuck
nokymenTa.§16. IloaroToBUTH OTYET O MPOJENaHHON padboTe.q

Tema 7. TexHn4eckue cpeacTsa 4 MeTOAbI 321U THI HHpOpMaLUH.
Bonpocsl qis auckyccumn
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PABOYAS ITPOI'PAMMA JJUCHUITJINHBI

1. Yro Takoe WHKEHEepHAas 3aluTa 00BEKTOB?

2. Kakum ciocoOom omnuceiBaeTcs nHxkeHepHas 3amuTa. Onucath Mojenb. 3. Kakue cpencrsa
MIPUMEHSIOTCS JJI 3alIUThI 1-ro nepumerpa’?

4. Kakue cpeacTBa NPUMEHSIOTCS AJIs 3alIUTHI 2-TO IepuMerpa?

5. Kakue cpencrBa NpUMEHSIIOTCS U1 3aIIUTHI 3-T0 iepumerpa’?

6. [Toxapusle curHanuzanuu. 7. OXpaHHbIE CUTHAIU3ALNN

8. buomerpus. buomerpuueckue xapakTepucTHKu. 9. UTo Takoe TEXHUUECKHUE KaHaJIbl yTEUKU
nHpopmarun?

10. ITepeurcnuTe OCHOBHBIE BH/IbI TEXHUYECKUX KAHAIOB YTEUYKH HH(pOpMauu?

11. Yto Takoe crienmpoBepka?

12. Yto Takoe crenuccieoBaHue?

13. Yto Takoe crertodciaenoBanue?

14. Ilepeunicnute METOABI 3aLIUTHI MHPOPMALIUU OT YTEUKH I10 3pUTelIbHOMY KaHaiy. 15. [lepeunciaure
METO/IbI 3aIIUTHl UH(POPMALIMK OT YTEUKH I10 SJIEKTPOMarHUTHOMY KaHany. 16. [lepeunciute MeTozs
3amuUThl MHPOPMAIIUU OT YTEUKH 110 JIeKTpudeckoMy KaHary. 17. [lepedanciuTe METOIBI 3aIIUTHI
nH(OpPMALIUY OT YTEYKU MO UHIYKIIMOHHOMY KaHaTy

18. [lepeuncnure METOABI 3AIIUTH HHGOPMAITUHU OT YTEUKH MO MapaMEeTPUIECKOMY KaHaTy.

19. IlepeuncnuTte METOABI 3alIUTHI THPOPMAIIUHU OT YTEUKH MO0 Bo3aylIHOMY KaHany. 20. [lepeunciure
METO/IbI 3aIUTH HH()OPMAIIMK OT YTEUKH 110 BUOpAITMOHHOMY KaHany. 21. [lepednciuTe METOABI 3alTUTHI
nH(OpPMALIUY OT YTEUKHU MO aKyCTOdJIEKTpUUECKOMy KaHany. 22. [lepeuncinure METObI 3alIUTHI
nH(OPMAIIMY OT YTEYKU MO ONTHKO3JIEKTPOHHOMY KaHaiy. 23. [lepednciauTe cpecTBa U METObI 3alTUTHI
nH(pOpMaLIUU OT YyTeUKU HH(GOpMAaLUU B TelIe(hOHHBIX IMHUSX.

Tema 8. CpencrBa creranorpadum ajs 3ammThbl HHGOPMAaKMH.

IIpakTnyeckue 3aganus

CryneHTaM HEOOXOMMO BBIMOJIHUTH ClieAylollee padoyee 3aJaHHe NCIOIb30BAHNEM CTEraHOTpapUUECKUX
nporpaMMHbIX cpeAcTtB noxa ympasieHueM OC Linux Mint: 1. Co3nate JokyMeHT ¢opmata .txt u
HanoJHuTh ero JaHHbIMU.g2. YcranoBute TrueCrypt.g3. Coznate koHTeliHep. MM — @amwmiing cTyaeHTa.
Anroputm mmdposanus — AES. Xem-dpynkmusay— SHA-512. Pasmep - HeoOxommmeri. Ilapoms — mo
yeMmotpennio.f4. 3ammdpoBaTh co3gaHHbI  JTokyMeHT ¢ mnomomibio  TrueCrypt.y5. VYcranoButh
VeraCrypt.§6. Co3nate koHTeiiHep. Mms — @amunus crynenrta. Anroputm mudposanus — AES. Xem-
¢bynkuusa|— Streebog. Pasmep - HeoOxomumsblii. [Tapons — kimoueBoit ¢aitn.y7. 3ammdpoBarsh co3qaHHbINA
NOKyMeHT ¢ mnomoursio VeraCrypt.§8. 3ammdpoBaTh co3naHHbIM JokyMeHT ¢ nomoirsio BitLocker.99.
VYcranoButrs ViPNet SafeDisk.q10. Co3nate xkonteitnep. Wms — @damunus cTydeHTa. AJITOpUTM
mudpoBanus — ['OCT. Pazmep —YHeobxomumsiii. Ilapons — mo ycmotpenuto.f11. YcranoButs Image
Spyer.q12. CxoundurypupoBars Image Spyer.q13. 3amackupoBaTh HEKOTOpPOE COOOIIEHHE C TOMOIIBIO
Image Spyer.q14. U3Bneus coobmennst u3 creraHokoHTeitHepa.§15. CokpbITh HHPOPMAIHIO C TIOMOIIIBIO
OpenPuff B ayauodaiine. §16. {o6aBute B 3T0T )€ ayauodaiin mudposoit BoasHoH 3HaK.17. [IpoBeputh
MPaBUIBLHOCTh BbIMONMHEHUS 3amanusa.g18. IloaroroBute oTueT 0 mponenanHoil pabore. K otuery
NPUIIOKHUTh BCE 3allU(ppPOBaHHbIE CTEraHoQaiibpl, a TaKXke BCEe MapoJd OT 3alU(POBAHHBIX H
3aMaCKUPOBAHHBIX COOOIEHUN.

Tema 9. IIporpamMHo-anmapaTHble CpeACTBAa M MeToAbl o0ecmedyeHHus: HWHGOPMANMOHHON
0€30IacHOCTH.
Bomnpocel s JucKyccHu
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PABOYAS ITPOI'PAMMA JJUCHUITJINHBI

1. Yro Takoe mporpaMMHoO-anmapaTHbIe CPEeACTBA 3alUThl HHpopMarmn?

2. Kakue MexaHu3MbI pealin3yoT MPOorpaMMHO-aNnapaTHbIe CPEICTBA 3aUIUThl HHPOpMAIUU?

3. Kakue KOMITbIOTEpHBIE YTPO3bl 0€30MIaCHOCTH CYLIECTBYIOT?

4. Yro Takoe ceteBas pa3Benka? Kakue MeToabl 3alIMTH TPOTUB HEE CYIIECTBYIOT?

5. Yro takoe unbekua? Kakue Buabpl MHbEKIUH CyliecTBYOT? Kakue MeTo/ibl 3aIlUThl IPOTUB HUX
CYIIIECTBYIOT?

6. Uto Takoe oTka3 B oOciyxuBannu? Kakue MeTop! 3aUTh IPOTUB HETO CYLIECTBYIOT?

7. OCHOBHBIE BUJIbI MPOTPAMMHBIX ysi3BUMOcTel. 8. bakaopel. 9. Uto Takoe nepenonaenue oyhdepa?
Mertoap! 3amuThl. 10. Uto Takoe nedextsl popMaTHBIX cTpok? MeTtoas! 3amuThl. 11. Yto Takoe
LIEJIOYHCIICHHBIC iepenoaHeHus? MeToapl 3amuThl. 12. Omubku 00paboTKH UCKITFOYeHUH. MeTo b
santhl. 13. Buenpenue komana. Meronsl 3amutsl. 14. HekoppekTHbie 00paboTku ommbok. MeTo bl
3amuThl. 15. T'onku. Metobl 3amuTel. 16. BeinoiaHeHne Koja ¢ 3aBBIICHHBIMU NpuBHIerusMu. 17. Ataka
"Yenosek 1o cepeaune". 18. Uro takoe IP-criypdunr? Kakne MeTo bl 3aMTHI TPOTHB HETO CYIIECTBYIOT?
19. ARP. 20. DHCP. 21. NAT. 22. PAT. 23. IPv4. IPv6. 24. Yto takoe ARP-cniypdunr? Kakue metozs
3alUTHI IPOTUB HETO CYLIECTBYIOT?

25. Uto takoe DNS Cache Poisoning? Kakue MeTo/1bI 3aIUThl IPOTHB HETO CYIIECTBYIOT?

26. Yro takoe NetBIOS/NBNS spoofing? Kakue MeTo/1pI 3aIUThI TPOTHB HEr'O CYIIECTBYIOT?

27. VPN. 28. Couunanbnas unxkenepus. 29. ®pona. Meroast 60ps6sI ¢ ppomom. 30. Uto takoe pumrmHr?
Kaxue meTosbl 3a1MTHI IPOTUB HETO CYLECTBYIOT?

31. Kapaunr. Mertozsl 3amuthl ot kapaunra. 32. Darkweb. 33. DMZ. 34. Anonumaiizepsr. 35. [Ipokcu-
cepBepsl. 36. PesepHoe konmpoBanue. 37. Honey pot. 38. DLP-cuctemsl. SIEM-cuctemsi. 39. Cxanepsl
6e3omacHoctu. 40. Cuctembl oOHapyx eHus BTOp>keHU. 41. CucteMsl mpeoTBpaIleHUs BTOPKEHUH. 42.
Bpenonocuslie nporpammsel. Komnbsrorepasie Bupycol. Bubl BupycoB. 43. DkcrionTsl. 44. Mexanusm
pa0oTsl BUpyca. 45. AHTUBHpPYCHI. Bunibl anTHBHpYyCOB. 46. MexaHu3mbl paOoThl aHTUBHpYCa. 47.
MesxceTeBoM SKpaH.

Tema 10. HacTpoiika 6e30macHOro ceTeBoro coeinHeHusl.

[IpakTuyeckue 3axaHus

Nwmerotcs nBe nokanbHble ceTH. B ka0l u3 HUX ecTh cepBep ¢ ycraHoBiaeHHbIM Kerio Winroute Firewall,
c mnpenyctaHoBieHHBIM VPN cepBepoM. CryaeHTaM HEOO0XOAMMO BBINOJHUTH Cledylollee pabouee
3ananue noa ynpasieHueM OC Linux Mint:§[1. OOweaunure nBe JIOKaIbHbIE CETU IPYT C APYTrOM, YTOOBI
MI0JIb30BaTEIN UMEIU JIOCTYI K KOMIIBIOTEpaM M CepBepaM U3 pa3po3HEHHBIX ceTel. [l 3Tux 3a1a4 Hy>KHO
CO3/1aTh MEXIy ABYMsl cepBepaMu, noakiaroueHHbIMH K Wutepner, VPN Tynuens.Y2. Ha oany u3
BUPTYyaJIbHBIX MAlIMH ycTaHOBUTE Web-cepBep <sudo apt-get install apache2>.93. Ha npyryto ycranoBute
— Nmap <sudo apt-get install nmap>.9/4. Onpenenure IP ampec BUpTyanbHOW MalIWHbBI, T YCTAHOBICH
web-cepsep apache.j5. [TponsBeauTe ckaHUpOBaHHME Web-cepBepa BCEMHM ONMUCAHHBIMU METOJaMH
(Uzyuenwue cpenctB  ckanupoBanus Nmap).96. Ycranosute Honeyd.§7. O3nakombTech ¢ mHMOpMAIUEit
no Hactpoiike Honeyd u crannmapTtHeiM copepxuMbiM (aiina /etc/honeypot/honeyd.conf.§8. Hactpoiite
Honeypot u3smenuB coaepxxkanue daiina /etc/honeypot/honeyd.conf 9. 3anmycrture <farpd -d>.q10.
3anycture honeyd. <honeyd -d -f /etc/honeypot/honeyd.conf>q11. IIpousBenure ckaHUpOBaHUE CETH C

honeypot.q12. N3menute Hactpoiiku Honeypot. Ycmoxuute koHburypanuonueiii dain. {o6aBpTe
HECKOJIBKO JIOBYIIEK, u3MeHuTe umHpopmanuto o6 OC, mHbopMaiuio o poyrepe, 00 OTKPBITHIX MOpTax
n.t.a.913. Bamyctute honeyd. <honeyd -d -f /etc/honeypot/honeyd.conf>[14.  TIpousseaute

ckanupoBanue.J15. IloaroroButk OTUET O poAETaHHOM padoTe.

Tema 11. Kpunrorpagpuuyeckue MeToAbI 3a1IUTHI HH(pOpMannu.
Bomnpocs! quis Auckyccuu
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1. Yro takoe mmdp? Kakue BubI MUGPOB CYIMIECTBYIOT?

2. Uto takoe cummeTpuuHbiil mmdp? Kakue cuMmMmerpruyHbie mu@pbl HCIOIB3YIOTCS ceiiyac?

3. Uto Takoe accumerpuunsblii mmdp? Kakue accumerpuynbie mudpbl UCIOIB3YIOTCS ceiyac?

4. [IpyHIMI OCTPOSHUS] CHMMETPUUYHBIX IUQPOB. 5. [IpuHIMI TOCTPOEHUS aCCUMETPUYHBIX HIU(POB. 6.
Crannaptasie mumdpsl. 7. [lorounsie mmdpsl. 8. Uro Takoe xem-¢pynkuua? Kakue Buabl xem-QyHKIUN BBl
3HaeTe?

9. lepeBo Mepkia. 10. Yto Takoe mudpoBast moamnucs?

11. udposas noanuce RSA. 12. lludposas noanuck Inb-I"amans. 13. Uto Takoe nHGpacTpykTypa
OTKPBITBIX KJIIOUEH?

14. XKvzHeHHbIi UK KTroYa. 15. Ayrentudukanus, uaeHTuduKanms, Bepudukaius, apropusanus. 16.
[Ipocreiimme npoTtokossl uaeHTuukamu. 17. OcHoBHoi mpoTokon Kerberos. 18. IPSec. 19. Blockchain.
20. Yro Takoe creranorpadus? I[lonstue creranokonTeiHepa. 21. Kakue BUIbI cCTEraHOKOHTEHHEPOB
CYIIECTBYIOT?

22. MeTtoabl CO3/1aHUs CTETaHOKOHTEMHEPOB Ha OCHOBE TEKCTOBOU MH(popManuu. 23. MeToibl co3faHus
CTCTaHOKOHTEWHEPOB Ha OCHOBE BUACOMH(OPMAIINU U CTOI/KaIpoB. 24. MeToabl CO3/IaHus
CTEraHOKOHTEWHEPOB Ha OCHOBE ayauouHdopmanmu. 25. LudpoBbie BOASHBIC 3HAKH.

Tema 12. AHTUBHPYCHBIE CPEACTBA 3aIIUTHI HH(OPMAIIUH.

IIpakTnyeckue 3aganus

CryneHraM HeoOXOJMMO BBINOJHUTH cieayrolee padodyee 3aaHue C MCIOJb30BAaHMEM IMPOrPAMMHOIO
cpenctBa Kaspersky Endpoint Security u Kaspersky Security Center mon ynpasiearnem OC Windows 7: 1.
OcymecTtBute JokanbHyto ycraHoBKy Kaspersky Endpoint Security.q2. Brenpure moayns ynpaieHus
Kaspersky Security Center.q3. Co3pmaiite CTpyKTypy YIpaBisieMbIX KoMibioTepoB.4. Hacrpoiite Mmoxyb
«3amuTel oT QaitnoBeix yrpo3».J5. Hacrpoiite 3anaun nmoucka BupycoB.§6. HacTpoiite uckiroueHus nis
BbIOpanHoi manku.§7.  Hacrtpoiite Moaynp «3amuThl OT MOYTOBBIX yrpo3».§8. Hacrtpoiite 3amury ot
nporpaMM BeiMoratenei.§9.  Hacrpoiite 3amuty ot ceteBrx yrpo3.f10. Hacrtpoiite cereBoil skpaHa ais
MooOwmnbpHOU momutuku.11.  Hactpoiite uckmouenus u3z camo3zamuthl.y12. Hactpoiite 3ammurty naposiem
s KES.913.  Hacrpoiite Kontpons nporpamMm.14.  3aGiokupyiite 3amyck HEM3BECTHBIX (ailioB B
cetn.g15. 3amperute nocTyn K ChbeMHBIM HocuTensiM uH@opmanuu.§16.  Hacrtpoiite mpaBa K Cb€MHbBIM
HocuTenssM  uHGpopmanuun.§17. Hacrpoiite KoHTpons nocTynma K BeO-pecypcam.yl18. Hacrpoiite
mmoopa.19.  Cobepure xypHamsl TpaccupoBku.920. OpranusyiiTe pe3epBHOE KOMUPOBAHUE U
BoccraHoBieHue Kaspersky Security Center.§21. IloarotoButs oT4eT o mpojenanHoi padore.q
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7. OCHOBHAS M JIOMOJHUTEJbLHAS YYEBHAS JINTEPATYPA, HEOBXOJIUMAS
JUISE OCBOEHMSI TMCOUTIIIMHBI (MOJTYJIST)

OcHoBHas1 JiuTEepaTypa

1. ®wmmnmnos, b.1. Madopmarmonnas 6ezonacHocts. OCHOBBI HAAEKHOCTH CPEJICTB CBSI3U | YUCOHUK /
b.M. ®ununmos, O.I'. lllepctueBa. - Mocksa ; bepnun : Jlupekr-Menua, 2019. - 241 c. : un., tabm. -
bubnmorp.: c¢. 221-226 - ISBN 978-5-4475-9823-5 ; To xe [DnekTpoHHBIA pecypc]. -
URL.: http://biblioclub.ru/index.php?page=book&id=499170
2. Texnomoruu obecreueHus: 0€30NMaCHOCTH WH(OPMAIMOHHBIX CUCTEM : ydeOHoe mocobue : [16+] /
A. JI. Mapyxnenko, JI. O. Mapyxnenko, M. A. EdbpemoB u np. — Mocksa ; bepnun : Jlupekr-Menua,
2021. - 210 ¢ : wmm, cxeM., Tabm. — Pexum jgoctyma: 1O  MOAMHCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=598988 . — bubauorp.: c. 196-205. — ISBN 978-
5-4499-1671-6. — DOI 10.23681/598988. — TekcT : 2JIEKTPOHHBIN.
3. Nmeiinos, B. . NHpopmannonHas 0e30macHOCTh M 3aliuTa MH(GOPMALMU: TEOpUs U MPAKTUKA :
yaeOHoe nocodme : [16+] / B. 5. UmeitnoB. — Mocksa ; bepnun : JJupekr-Memua, 2020. — 271 c. :
CXeM., TabJI. — Pexxum JoCTyma: o MOJIIIHCKE.
URL: https /Ibiblioclub.ru/index.php?page=book&id=571485 . — bubauorp. B ku. — ISBN 978-5- 4499-
0496-6. — DOI 10.23681/571485. — TeKcT : 31IE€KTPOHHBIIA.
4. be30omacHOCTh JJIEKTPOHHOTO JIOKYMEHTOO0OpoTa : ydeOHoe mocobue : [16+] / A. A. Tumenko,
I1. A. Tumenko, FO. M. KazakoB u np. — Mocksa ; bepnun : Jlupexkt-Menua, 2021. — 53 ¢. — Pexxum
nocrymna: o noxnucke. — URL:https://biblioclub.ru/index.php?page=book&id=602225 . — buGnuorp. B
kH. — ISBN 978-5-4499-1928-1. — TekcT : 37E€KTPOHHBIMH.

JonosHuTeIbHASA JTUTEPaTypa
5. bproxomunxkuii, 0. A. be3onacHOCT MHPOPMALMOHHBIX TEXHOJOIMH : ydeOHOe mocobue : B 2
gactax : [16+] / 0. A. bproxomuukuii ; KOxubiii denepanpubiii yausepcurer. — PoctoB-Ha-J{onHy ;
Taranpor : FOxHblll dpenepanbublit ynusepcutet, 2020. — Y. 1. — 171 c. : nin., tabn., cxem., rpad. —
Pexum nmocryna: mo moamucke. — URL:https://biblioclub.ru/index.php?page=book&id=612167 . —
bubmuorp. B kH. — ISBN 978-5-9275-3571-2 (Y. 1). - ISBN 978-5-9275-3526-2. — TekcT :
JJIEKTPOHHBIN.
6. Kopuuiosa, A. A. 3amuTa nepcoHaJbHBIX JaHHBIX : yueOHoe mocobue : [16+] / A. A. Kopuuiosa,
. C. lOnycoBa, A.C.HcmarmioBa ; bamkupckuili rocyaapcTBeHHBIM yHuUBepcutrer. — Ya
bamkupckuii rocynapctBeHHslii yausepcurer, 2020. — 119 c. : un., Tabn. — Pexxum jocrtyma: mno
noanucke. — URL: https://biblioclub.ru/index.php?page=book&id=611314. — bubnuorp. B kH. — Tekcr
: DJIEKTPOHHBIN.
7. Ilpecrymnenuss B cdepe BBICOKHX TEXHOJOTMH M HH(OPMALMOHHOW O€30MacHOCTH : y4deOHoe
nocobue : [16+] / B. ®@. Baciokos, A.I. Bonesoa3, M. M. [lonruesa, B. H. YUaruibiruna ; moa Hayd.
pea. A. I'. BoneBom3a ; MOCKOBCKMII TOCYJapCTBEHHBI HMHCTUTYT MEXKJIYHApPOAHBIX OTHOIIEHUU
(Yuusepcuter) MunucrepctBa MHOCTpaHHbIX nen Poccuiickoin @enepanun. — Mocksa : IIpomerei,
2023. - 1086 c. - Pexum JIOCTYTIA: o MMOIIUCKE. —
URL: https://biblioclub.ru/index.php?page=book&id=701090 . — bubGmauorp. B ku. — ISBN 978-5-
00172-447-6. — TekcT : SMEKTPOHHBIH.
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8. IEPEYEHH TPOTPAMMHOT' O OBECIIEYEHM ST, HTH®OPMALIMOHHBIX
CIIPABOYHBIX CUCTEM U UHTEPHET - PECYPCOB, HEOEXOJUMBIX JJI51
OCBOEHMS JUCHUIIJIMHBI (MO/LY.JI5T)

IIporpammHoe o0ecnieuenune

Ne HanmeHoBaHue Onucanue
1Packet Tracer Packet Tracer — cuMymaTOp CETH
rmepenayn  JaHHBIX, BBIITYCKAeMBbIH
bupmoii Cisco Systems.
2IMS Office 2007 - 2019 OducHbIi MaKeT PUIOKECHHUH,

CO3/aHHBIX Kopropamuei Microsoft mms
OTICPAIIMOHHBIX CUCTEM Windows,
\Windows Phone, Android, macQOS, iOS.
B cocrap nakera Bxoaut I1O mst paGoThr
C pasIUYHBIMU THIIAMH JOKyMCHTOB:
TEKCTaMH, DJICKTPOHHBIMHU TaOJUI[AMH H

AP
3Microsoft Windows Server 2003, 2008, [luHeiika CepBEpHBIX OINEpPAIIMOHHBIX
2012 crcTeM OT KoMImanuu Microsoft.
4Linux Ubuntu, Linux Debian, Linux MintCemeiictBo Unix-11ox00HbIX|
OIEpAllMOHHBIX CHUCTEM Ha 0aze sAapa
Linux, BKIIOYAMOIINX TOT HJIM HHOH
HAOOp YTHJIMT M OPOrpaMM IPOCKTA|
GNU
5MS Windows XP, Windows 8, Windows [OniepaiinotHast chcTeMa s
10 [EepPCOHAIBHBIX KOMIIBIOTEPOB U pabOUYnX
CTaHIIMH, pa3paboTaHHAas KopHopamueH|
Microsoft B pamkax  cemelicTBa
Windows.
HNuTepHeT-pecypchl, HHPOPMAHOHHBIE M CIPABOYHbIE CHCTEMBI
Ne HawnmenoBanue Omnucanue
UIT-nopran «Cepsep Mupopmarmonnsix |http://citforum.ru/
TexHomoruii»
2BuptyanbHas akagemus Microsoft https://mva.microsoft.com/
3Xpanunurie TOKyMeHTaIUN https://docs.microsoft.com/ru-ru/

MaiikpocodT AJis MoIb30BaTENEH,

azpaborunkoB u UT ciennamucToB.
Kypc 1o KOMITbIOTEPHBIM CETSIM https://www.asozykin.ru/courses/network
HAYAIBHOTO YPOBHSI. s_online

DS
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9. TPEBOBAHUSA K MATEPUAJILHO-TEXHUYECKOMY W YYEBHO-METOJINYECKOMY
OBECHEYEHUIO JUCIUTLIMHBI (MOJTYJIST)

[TomenieHus1, B KOTOPBIX POBOIATCS 3aHSITHUS, TIPEACTABISIOT cCO00M y4eOHBIC ayIUTOPUH ISl TIPOBEICHHSI
y4eOHBIX 3aHATUH. JlaHHBIE ayIUTOPUU OCHAIICHHBIC OOOPYIOBAHUEM M TEXHUYECKHMMH CPEICTBAMU
oOy4eHwUs.

Kowmmbrotepel,  MHPOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIE ~ CETH,  allapaTHO-MPOTPAMMHBIE |
ayJIMOBU3YaJIbHBIC CPEJICTBA, HAXOSIIUECS B YYCOHBIX ayAUTOPHUSIX:

- IEPCOHATBHBIA KOMIIBIOTEP UM HOYTOYK (ISl MPETO/IaBaTEINsI) C BBIXOJIOM B CETh HHTEPHET;

- IPOEKTOP;

- aKKyCTUYECKasi CUCTEMa

- DKpaH JJIsl IPOCKTOPA;

- IOCKa MapKepHas (y4eHH4ecKas J0CKa);

[TomernieHus Ui cCaMOCTOSITEIBHON PadOThI 0OYYAOIIMXCSl OCHAIICHBI KOMITBIOTEPHON TEXHUKOW U UMEIOT
BO3MOXXHOCTh MOAKTIOYCHUS K CETH MHTEPHET U 00SCIICUNBAIOT JAOCTYIT K AJIEKTPOHHON HH(DOPMAIIMOHHO-
00pa3oBaTeIBLHON Cpe/ie aKaJIeMHUH.

10. OBPA3OBATEJIBHBIE TEXHOJIOT' A
B nporuiecce ocBoeHUS IUCHUIIIMHBI UCIIOIB3YIOTCS CIEAYIOLE 00pa30BaTebHbIE TEXHOIOTHH:
*  TexHosoruss KOMMYHMKaTHUBHOTO OOYy4YeHHs — HampaBieHa Ha (OpMHUpPOBaHHUE KOMMYHHUKATHBHOU
KOMIIETEHTHOCTH CTYJEHTOB, KOTOpas siBisieTcsl 0a30BOM, HEOOXOAUMOMN JUIsl aJanTaluid K COBPEMEHHBIM
YCIOBUSAM MEKKYJIbTYPHON KOMMYHHUKALIUU.
* Texnonorus pazHoypoHeBoro (auddepeHIupoBaHHOT0) 00YYCHUS — MPEAINOIaracT OCyIICCTBICHUE
[I03HABATEIBHOM JEATEIbHOCTH CTYACHTOB C YYETOM MX MHIMBHYaJbHBIX CIOCOOHOCTEH, BO3MOXKHOCTEH
Y UHTEPECOB, MOOLIPSISI UX PEATU30BBIBATH CBOM TBOPUECKHM IMOTEHIIMAI.
* TexHonorus HHAMBHUIYATU3ALUN O0YUYEHHUS — MOMOTAET PEaTM30BbIBATh JINYHOCTHO-OPUEHTHUPOBAHHBIN
MO/IXO/Jl, YIUTHIBAsI MHAUBHUAYAIbHbIE OCOOEHHOCTH U NOTPEOHOCTH YHaLTUXCSL.
*  TexHosoruss MOJIYJIBbHOTO OOY4EHHUS — MpPEeayCMaTpUBACT JEJCHUE COJEp)KaHWs AUCLUIUIMHBI Ha
JI0OCTaTOYHO aBTOHOMHBIE pa3Jienbl (MOAYJIH ), MHTETPUPOBAaHHBIE B OO KypC.
* UrpoBas TexXHOJIOTHS — IO3BOJIAET pa3BUBaThb HABBIKM PACCMOTPEHHUS psijia BO3MOXKHBIX CIIOCOOOB
pemeHust Tpo0IeM, akKTUBU3UPYS MBIIUIEHHE CTYIEHTOB M PACKPHIBas JTMYHOCTHBIA MOTEHIMAT Ka)IOTO
00y4yaemoro.
*  HudopmannonHo-kommyHukanuonusie TexHojoruu (UKT) pacumpsior paMku oOpa3oBaTeabHOro
mporiecca, TOBBbIIAs €ro  MPaKTUYECKyI0  HAlpaBIEHHOCTb, CIIOCOOCTBYIOT — MHTEHCH(HKAIUU
CaMOCTOSITENIbHON pabOoThl 00yyaeMbIX U MOBBIIICHNIO TO3HABATEILHOM aKTUBHOCTH

® Texuomorus TCCTUPOBAHHUA — HCIIOJIB3YCTCA JJid KOHTPOJA YPOBHA YCBOCHHA JICKCHMYCCKUX,
rpaMMaTU4CCKUX 3HAaHUU B paMKax pa3aciia Ha OIpCACIICHHOM 3Tallc 06y‘-ICHI/I$I.
® HpOCKTHaSI TEXHOJIOTHUA — OPHCHTHPOBAaHA Ha MOACIUPOBAHHUE COLOUATIBHOIO BSaHMOHeﬁCTBHH

00y4JaeMbIX C IEJIbI0 PEUICHUs 3aa4M, KOTOpas OIpeaeseTcss B paMKax MpodecCHoHaIbHON MOArOTOBKU
CTYICHTOB, BBAENAS Ty WIM HMHYI MpeIMeTHyI0 oOiactb. lcronb3oBaHHe NPOEKTHOW TEXHOJOTUU
CIOCOOCTBYET peanu3aliii MEeXIUCIUILITMHAPHOTO XapaKTepa KOMIETeHIUH, popMupyromuxcs B mporecce
00yueHUsl UHOCTPAaHHOMY SI3BIKY.

* TexHonorus pa3BUTHUS KPUTUYECKOTO MBIIIJICHUS — CIIOCOOCTBYET (POPMHUPOBAHUIO PA3HOCTOPOHHEH
JUYHOCTH, CIOCOOHON KPUTHYECKH OTHOCUTHCA K HH(QOpPMAIMH, YMEHHIO OTOMpaTh MHGOpPMAIUIO s
pelIeHNs TOCTABJIEHHOW 3aJauH.

Jlis TOBBIIEHUS] MOTHMBAIlMM W AaKTUBHOCTU CTYJCHTOB Ha 3aHATHSIX MCHOJIB3YIOTCS TPYIIOBBIE,
MIPOEKTHBIE 3a/laHus, ydeOHble KOH(EpPEHINH, TUCKYCCHH, POJIEBbIE UTPHl U T.JO., 4 TaKKe B CHCTEMY
ayTUTOPHON U camocTosTeNnbHOM padboTel BHeApsitoTcest KT u coBpeMeHHble 1(poBbIe pecypehl.
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JIMCT COI'JIACOBAHUA

No [Tonpaznenenue dOUO IMoamuce Jara

1 [Kadenpa s3xoHOMUKH 0.B. 3ybkoBa | — [23.04.2024
2 [Kapenpa MuVII E.B. Mackaiikuna ee? / 123.04.2024
3 [Kadenpa TEM/I E.I1. Mackaiikux 23.04.2024
4 |Yueb. MeTo. OTaeH H.C. YiabsHoBa " 23.04.2024
5 |bubauoreka [".B. [llnakoBa 23.04.2024
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